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					The	difference	between	cyber-crime	and	cyber-terrorism	is	distinct	in	the	“motive”	of	the	cyber-attack	by	the	attacker.	In	order	to	explain	fully,	definitions	of	both	terms	are	required.	Cyber-TerrorismThere	is	not	a	consensus	on	one	definition	of	cyber-terrorism	but	they	all	focus	on	that	it	invokes	fear.	A	2008	NATO	document	defines	cyber-terrorism
as:	“a	cyber-attack	using	or	exploiting	computer	or	communication	networks	to	cause	sufficient	destruction	to	generate	fear	or	intimidate	a	society	into	an	ideological	goal.”[1]	Another	definition	from	the	National	Information	Protection	Center	(NIPC)	that	exists	within	the	Department	of	Homeland	Security	(DHS)	is:	“a	criminal	act	perpetrated	through
computers	resulting	in	violence,	death	and/or	destruction,	and	creating	terror	for	the	purpose	of	coercing	a	government	to	change	its	policies.”[2]													The	similarities	between	the	two	definitions	is	that	cyber-terrorism’s	motive	is	to	invoke	fear	to	intimidate	a	society	into	changing	for	the	purpose	of	an	ideological	goal.	For	example,	if	a	terrorist
group	was	to	hack	government	officials’	personal	emails,	access	contact	information	and	other	Personal	Identifiable	Information	(PII)	and	put	this	data	available	online	for	the	world	to	see	and	threaten	to	do	so	to	other	officials	if	they	do	not	change	the	current	National	clean	water	policies.	Cyber-	CrimeCyber-crime	is	different	in	that	its	motive	is	for
personal	gain.	Cyber-crime	has	also	been	defined	by	various	organizations	and	groups,	one	definition	is	that	cyber-	crime	is:	"Cyber-crime	is	a	term	for	any	illegal	activity	that	uses	a	computer	as	its	primary	means	of	commission.	The	U.S.	Department	of	Justice	expands	the	definition	of	cyber-crime	to	include	any	illegal	activity	that	uses	a	computer	for
the	storage	of	evidence[3]This	definition	is	unique	in	that	it	defines	the	crime	as	the	vector	being	the	computer	and	that	the	computer	is	a	storage	device.	This	is	unique	because	other	definitions	focus	not	on	the	computer	but	on	the	networks.Other	definitions	focus	on	the	networks	as	the	means	for	the	motive.	The	most	accurate	definition	of	this	type	is
by	Hadler	and	Jaishankair	:	Offences	that	are	committed	against	individuals	or	groups	of	individuals	with	a	criminal	motive	to	intentionally	harm	the	reputation	of	the	victim	or	cause	physical	or	mental	harm,	or	loss,	to	the	victim	directly	or	indirectly,	using	modern	telecommunication	networks	such	as	Internet	(Chat	rooms,	emails,	notice	boards	and
groups)	and	mobile	phones	(SMS/MMS)[4]						This	core	of	this	definition	is	that	a	cyber-crime	motive	is	for	“self-gain”,	which	is	different	than	cyber	terror’s	motive.	This	definition	includes	all	aspects	of	cyber-crime	to	include	identity	theft,	cyber	fraud,	child	pornography,	creating	spyware	and	even	bullying.	What	is	unique	about	cyber-crime	is	that
some	of	the	offenses	committed	(i.e.	child	pornography,	harassment,	bullying	fraud)	are	crimes	within	themselves	but	what	makes	them	a	cyber-crime	is	that	the	vector	used	is	through	telecommunication	networks.	It	does	however	leave	out	the	source,	which	the	previous	definition	focused	on.	It	also	leaves	out	financial	effects	against	the	person.
Personally,	I	would	combine	the	two	definitions	and	add	the	financial	information	to	state:	Cyber-crime	is	a	term	for	any	illegal	activity	that	uses	a	computer,	phone,	digital	notepads	or	any	other	technological	device	that	stores	data	or	uses	modern	telecommunication	networks	to	commit	Offences	against	individuals	or	groups	of	individuals	with	a
criminal	motive	to	intentionally	harm	the	reputation	of	the	victim	or	cause	physical,	financial	or	mental	harm,	or	loss,	to	the	victim	for	their	own	personal	gain.									There	are	many	examples	of	cyber-crimes.	A	criminal	hacking	into	a	financial	institution	and	routing	the	accounts	half-cents	into	a	separate	individual	Swiss	account.[5]		Would	be	a	cyber-
crime	because	the	“motive”	was	to	get	money	for	their	own	personal	gain.													The	difference	between	cyber-terrorism	and	cyber-crime	is	the	“motive”.	Technically	the	same	action	could	be	taken	by	a	cyber-terrorist	and	a	cyber-criminal,	i.e.	an	individual	hacks	into	an	account	to	steal	information.	However,	the	difference	is	why	the	individual
hacked	the	site	or	account.	Usually	if	it	is	a	terrorist	group,	like	Anonymous,	they	will	inform	before	the	attack.	Part	of	the	action	of	the	terrorist	is	not	only	committing	the	act	but	also	letting	everyone	else	know	that	they	did	it.	A	cyber-crime	is	committed	and	they	do	not	want	you	to	know	they	did	it,	they	do	not	want	it	to	be	found	out	that	they	did	it.
This	also	centers	back	on	their	motive	for	doing	the	attack.	Understanding	the	"motive"	of	the	perpetrator	is	key	in	differentiating	between	what	is	a	cyber-crime	and	what	is	a	cyber-terrorism	attack.		[1]	See	Dimitar	Kostadinov,	Cyberterrorism	Defined	(as	distinct	from	Cybercrime),	Infosec	Inst.	(Dec.	21,	2012),	.	[2]	Clay	Wilson,	Computer	Attack	and
Cyber	Terrorism:	Vulnerabilities	and	Policy	Issues	for	Congress	(CRS	Report	for	Congress	2003)	[3]	Margaret	Rouse	and	Posted,	What	is	cybercrime?	-	definition	from	WhatIs.com,	TechTarget	(SearchSecurity	2010),	.	[4]	Debarati	Halder	and	K.	Jaishankar,	Cyber	Crime	and	the	Victimization	of	Women:	Laws,	Rights	and	Regulations	(IGI	Global,	ISBN13:
9781609608309	ed.	2011).	[5]	Richard	Lester,	Superman	III	(1983),	.	Cyber	terrorism	and	cybercrimes	are	both	malicious	activities	carried	out	in	the	digital	realm,	but	they	differ	in	their	motives	and	targets.	Cyber	terrorism	involves	using	technology	to	create	fear,	disrupt	systems,	and	cause	harm	to	individuals	or	governments	for	political	or
ideological	reasons.	On	the	other	hand,	cybercrimes	are	committed	for	financial	gain,	such	as	stealing	personal	information,	hacking	into	bank	accounts,	or	spreading	malware	for	profit.	Both	cyber	terrorism	and	cybercrimes	pose	significant	threats	to	cybersecurity	and	require	vigilant	efforts	to	prevent	and	combat	them.	In	today's	digital	age,	the
threat	of	cyber	attacks	is	ever-present.	Cyber	terrorism	and	cybercrimes	are	two	types	of	cyber	threats	that	can	have	devastating	consequences.	While	both	involve	the	use	of	technology	to	commit	illegal	activities,	there	are	key	differences	between	the	two.	In	this	article,	we	will	compare	the	attributes	of	cyber	terrorism	and	cybercrimes	to	better
understand	their	impact	on	society.DefinitionCyber	terrorism	is	defined	as	the	use	of	technology	to	conduct	terrorist	activities,	such	as	spreading	propaganda,	disrupting	critical	infrastructure,	or	causing	harm	to	individuals	or	governments.	Cyber	terrorists	often	target	government	agencies,	financial	institutions,	and	other	high-profile	organizations	to
achieve	their	goals.	On	the	other	hand,	cybercrimes	refer	to	illegal	activities	that	are	committed	using	computers	or	the	internet,	such	as	hacking,	identity	theft,	or	online	fraud.	Cybercrimes	can	target	individuals,	businesses,	or	organizations	for	financial	gain	or	other	malicious	purposes.MotivationThe	motivation	behind	cyber	terrorism	is	often	political
or	ideological.	Cyber	terrorists	aim	to	create	fear,	disrupt	society,	or	advance	their	agenda	through	the	use	of	technology.	They	may	target	government	agencies	or	critical	infrastructure	to	achieve	their	goals.	In	contrast,	the	motivation	behind	cybercrimes	is	typically	financial	gain.	Cybercriminals	engage	in	illegal	activities	to	steal	sensitive
information,	extort	money,	or	commit	fraud	for	monetary	benefits.	While	cyber	terrorists	seek	to	create	chaos,	cybercriminals	are	driven	by	profit.ImpactThe	impact	of	cyber	terrorism	can	be	far-reaching	and	devastating.	A	successful	cyber	terrorist	attack	on	critical	infrastructure,	such	as	power	grids	or	transportation	systems,	can	disrupt	essential
services	and	cause	widespread	panic.	Cyber	terrorism	can	also	lead	to	loss	of	life,	destruction	of	property,	and	economic	instability.	On	the	other	hand,	the	impact	of	cybercrimes	is	primarily	financial.	Victims	of	cybercrimes	may	suffer	financial	losses,	reputational	damage,	or	emotional	distress	as	a	result	of	identity	theft,	online	scams,	or	data	breaches.
While	cyber	terrorism	poses	a	threat	to	national	security,	cybercrimes	can	affect	individuals	and	businesses	on	a	personal	level.LegalityCyber	terrorism	is	considered	a	serious	crime	under	international	law.	The	United	Nations	has	condemned	acts	of	cyber	terrorism	and	called	for	greater	cooperation	among	nations	to	combat	this	threat.	Countries
around	the	world	have	enacted	laws	and	regulations	to	prevent	and	prosecute	cyber	terrorism.	In	contrast,	cybercrimes	are	also	illegal	but	may	vary	in	severity	depending	on	the	nature	of	the	offense.	Laws	against	cybercrimes	exist	in	many	countries	to	address	issues	such	as	hacking,	online	fraud,	and	identity	theft.	While	cyber	terrorism	is	a	global
concern,	cybercrimes	are	often	prosecuted	at	the	national	level.Prevention	and	ResponsePreventing	and	responding	to	cyber	terrorism	requires	a	coordinated	effort	among	governments,	law	enforcement	agencies,	and	cybersecurity	experts.	Countries	must	work	together	to	share	information,	intelligence,	and	resources	to	combat	the	threat	of	cyber
terrorism.	In	contrast,	preventing	and	responding	to	cybercrimes	often	involves	individual	vigilance	and	cybersecurity	measures.	Individuals	and	businesses	can	protect	themselves	from	cybercrimes	by	using	strong	passwords,	updating	software	regularly,	and	being	cautious	online.	While	cyber	terrorism	requires	a	collective	response,	cybercrimes	can
be	mitigated	through	proactive	measures	at	the	individual	level.ConclusionIn	conclusion,	cyber	terrorism	and	cybercrimes	are	two	distinct	types	of	cyber	threats	that	pose	significant	risks	to	society.	While	cyber	terrorism	aims	to	create	fear	and	disrupt	society	for	political	or	ideological	reasons,	cybercrimes	are	motivated	by	financial	gain.	The	impact
of	cyber	terrorism	can	be	catastrophic,	leading	to	loss	of	life,	destruction	of	property,	and	economic	instability.	On	the	other	hand,	the	impact	of	cybercrimes	is	primarily	financial,	affecting	individuals	and	businesses	through	identity	theft,	online	fraud,	and	data	breaches.	Both	cyber	terrorism	and	cybercrimes	require	proactive	measures	to	prevent	and
respond	effectively	to	these	threats	in	the	digital	age.	Comparisons	may	contain	inaccurate	information	about	people,	places,	or	facts.	Please	report	any	issues.	,	the	free	encyclopedia	that	anyone	can	edit.	112,025	active	editors	7,010,659	articles	in	English	Ian	Carmichael	(18	June	1920	–	5	February	2010)	was	an	English	actor	who	had	a	career	that
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(CE)	and	Anno	Domini	(AD)	designations,	the	898th	year	of	the	2nd	millennium,	the	98th	year	of	the	19th	century,	and	the	9th	year	of	the	1890s	decade.	As	of	the	start	of	1898,	the	Gregorian	calendar	was	12	days	ahead	of	the	Julian	calendar,	which	remained	in	localized	use	until	1923.	Calendar	year	1898	world	map	January	1	–	New	York	City	annexes
land	from	surrounding	counties,	creating	the	City	of	Greater	New	York	as	the	world's	second	largest.	The	city	is	geographically	divided	into	five	boroughs:	Manhattan,	Brooklyn,	Queens,	The	Bronx	and	Staten	Island.	January	13	–	Novelist	Émile	Zola's	open	letter	to	the	President	of	the	French	Republic	on	the	Dreyfus	affair,	J'Accuse…!,	is	published	on
the	front	page	of	the	Paris	daily	newspaper	L'Aurore,	accusing	the	government	of	wrongfully	imprisoning	Alfred	Dreyfus	and	of	antisemitism.	February	12	–	The	automobile	belonging	to	Henry	Lindfield	of	Brighton	rolls	out	of	control	down	a	hill	in	Purley,	London,	England,	and	hits	a	tree;	thus	he	becomes	the	world's	first	fatality	from	an	automobile
accident	on	a	public	highway.[1]	February	15	–	Spanish–American	War:	The	USS	Maine	explodes	and	sinks	in	Havana	Harbor,	Cuba,	for	reasons	never	fully	established,	killing	266	men.	The	event	precipitates	the	United	States'	declaration	of	war	on	Spain,	two	months	later.February	15:	USS	Maine	is	sunk.	February	23	–	Émile	Zola	is	imprisoned	in
France,	after	writing	J'Accuse…!.	March	1	–	Vladimir	Lenin	creates	the	Russian	Social	Democratic	Labour	Party	in	Minsk	March	14	–	Association	football	and	sports	club	BSC	Young	Boys	is	established	in	Bern,	Switzerland,	as	the	Fussballclub	Young	Boys.	March	16	–	In	Melbourne	the	representatives	of	five	colonies	adopt	a	constitution,	which	will
become	the	basis	of	the	Commonwealth	of	Australia.[2]	March	24	–	Robert	Allison	of	Port	Carbon,	Pennsylvania,	becomes	the	first	person	to	buy	an	American-built	automobile,	when	he	buys	a	Winton	automobile	that	has	been	advertised	in	Scientific	American.	March	26	–	The	Sabie	Game	Reserve	in	South	Africa	is	created,	as	the	first	officially
designated	game	reserve.	April	5	–	Annie	Oakley	promotes	the	service	of	women	in	combat	situations,	with	the	United	States	military.	On	this	day,	she	writes	a	letter	to	President	McKinley	"offering	the	government	the	services	of	a	company	of	50	'lady	sharpshooters'	who	would	provide	their	own	arms	and	ammunition	should	war	break	out	with	Spain."
[3]	April	22	–	Spanish–American	War:	The	United	States	Navy	begins	a	blockade	of	Cuban	ports	and	the	USS	Nashville	captures	a	Spanish	merchant	ship.	April	23	–	Spanish–American	War:	A	conference	of	senior	Spanish	Navy	officers	led	by	naval	minister	Segismundo	Bermejo	decide	to	send	Admiral	Pascual	Cervera's	squadron	to	Cuba	and	Puerto
Rico.	April	25	Spanish–American	War:	The	United	States	declares	war	on	Spain;	the	U.S.	Congress	announces	that	a	state	of	war	has	existed	since	April	21	(later	backdating	this	one	more	day	to	April	20).	In	Essen,	German	company	Rheinisch-Westfälisches	Elektrizitätswerk	RWE	is	founded.[4]	April	26	–	An	explosion	in	Santa	Cruz,	California,	kills	13
workers,	at	the	California	Powder	Works.[5]	April	29	–	The	Paris	Auto	Show,	the	first	large-scale	commercial	vehicle	exhibition	show,	is	held	in	Tuileries	Garden.[6]	May	1	–	Spanish–American	War	–	Battle	of	Manila	Bay:	Commodore	Dewey	destroys	the	Spanish	squadron,	in	the	first	battle	of	the	war,	as	well	as	the	first	battle	in	the	Philippines
Campaign.	May	2	–	Thousands	of	Chinese	scholars	and	Beijing	citizens	seeking	reforms	protest	in	front	of	the	capital	control	yuan.	May	7–9	–	Bava	Beccaris	massacre:	Hundreds	of	demonstrators	are	killed,	when	General	Fiorenzo	Bava	Beccaris	orders	troops	to	fire	on	a	rally	in	Milan,	Italy.	May	8	–	The	first	games	of	the	Italian	Football	Federation	are
played,	in	which	Genoa	played	against	Torino.	May	12	–	Spanish–American	War:	The	Puerto	Rican	Campaign	begins,	with	the	Bombardment	of	San	Juan.	May	22	–	The	German	Federation	football	club	SV	Darmstadt	98	is	formed.	May	27	–	The	territory	of	Kwang-Chou-Wan	is	leased	by	China	to	France,	according	to	the	Treaty	of	12	April	1892,	as	the
Territoire	de	Kouang-Tchéou-Wan,	forming	part	of	French	Indochina.[7]	May	28	–	Secondo	Pia	takes	the	first	photographs	of	the	Shroud	of	Turin	and	discovers	that	the	image	on	the	Shroud	itself	appears	to	be	a	photographic	negative.The	original	flag	of	the	Philippines	as	conceived	by	General	Emilio	Aguinaldo.	The	blue	is	of	a	lighter	shade	than	the
currently	mandated	royal	blue,	the	sun	has	eight	points	as	currently	but	many	more	rays	and	it	has	a	mythical	face.	June	1	–	The	Trans-Mississippi	Exposition	World's	Fair	opens,	in	Omaha,	Nebraska.	June	7	–	William	Ramsay	and	Morris	Travers	discover	neon	at	their	laboratory	at	University	College	London,	after	extracting	it	from	liquid	nitrogen.[8]
June	9	–	The	British	government	arranges	a	99-year	rent	of	Hong	Kong	from	China.	June	10	–	Tuone	Udaina,	the	last	known	speaker	of	the	Dalmatian	language,	is	killed	in	an	explosion.	June	11	–	The	Guangxu	Emperor	announces	the	creation	of	what	would	later	become	Peking	University.[9][10]	June	12	–	Philippine	Declaration	of	Independence:	After
333	years	of	Spanish	dominance,	General	Emilio	Aguinaldo	declares	the	Philippines'	independence	from	Spain.	June	13	–	Yukon	Territory	is	formed	in	Canada,	with	Dawson	chosen	as	its	capital.	June	19	–	Food	processing	giant	Nabisco	is	founded	in	New	Jersey.[page	needed]	June	21	–	Spanish–American	War:	The	United	States	captures	Guam,	making	it
the	first	U.S.	overseas	territory.	June	28	–	Effective	date	of	the	Curtis	Act	of	1898	which	will	lead	to	the	dissolution	of	tribal	and	communal	lands	in	Indian	Territory	and	ultimately	the	creation	of	the	State	of	Oklahoma	in	1907.	August	28:	Caleb	Bradham	names	his	soft	drink	Pepsi-Cola	July	1	–	Spanish–American	War:	Battle	of	San	Juan	Hill	–	United
States	troops	(including	Buffalo	Soldiers	and	Theodore	Roosevelt's	Rough	Riders)	take	a	strategic	position	close	to	Santiago	de	Cuba	from	the	Spanish.	July	3	Spanish–American	War:	Battle	of	Santiago	de	Cuba	–	The	United	States	Navy	destroys	the	Spanish	Navy's	Caribbean	Squadron.	American	adventurer	Joshua	Slocum	completes	a	3-year	solo
circumnavigation	of	the	world.	July	4	–	En	route	from	New	York	to	Le	Havre,	the	ocean	liner	SS	La	Bourgogne	collides	with	another	ship	and	sinks	off	the	coast	of	Sable	Island	with	the	loss	of	549	lives.	July	7	–	The	United	States	annexes	the	Hawaiian	Islands.	July	17	–	Spanish–American	War:	Battle	of	Santiago	Bay.	Troops	under	United	States	General
William	R.	Shafter	take	the	city	of	Santiago	de	Cuba	from	the	Spanish.	July	18	–	"The	Adventures	of	Louis	de	Rougemont"	first	appear	in	The	Wide	World	Magazine,	as	its	August	1898	issue	goes	on	sale.[11]	July	25	–	Spanish–American	War:	The	United	States	invasion	of	Puerto	Rico	begins,	with	a	landing	at	Guánica	Bay.	August	12	–	Spanish–American
War:	Hostilities	end	between	American	and	Spanish	forces	in	Cuba.	August	13	–	Spanish–American	War:	Battle	of	Manila	–	By	prior	agreement,	the	Spanish	commander	surrenders	the	city	of	Manila	to	the	United	States,	in	order	to	keep	it	out	of	the	hands	of	Filipino	rebels,	ending	hostilities	in	the	Philippines.	August	20	–	The	Gornergrat	railway	opens,
connecting	Zermatt	to	the	Gornergrat	in	Switzerland.	August	21	–	Clube	de	Regatas	Vasco	da	Gama	is	founded	in	Rio	de	Janeiro.	August	23	–	The	Southern	Cross	Expedition,	the	first	British	venture	of	the	Heroic	Age	of	Antarctic	Exploration,	sets	sail	from	London.	August	24	–	Chickasaw	and	Choctaw	tribes	sign	the	Atoka	Agreement,	a	requirement	of
the	Curtis	Act	of	1898.	August	25	–	700	Greeks	and	15	Englishmen	are	slaughtered	by	the	Turks	in	Heraklion,	Greece,	leading	to	the	establishment	of	the	autonomous	Cretan	State.	August	28	–	American	pharmacist	Caleb	Bradham	names	his	soft	drink	Pepsi-Cola.	September	2	–	Battle	of	Omdurman	(Mahdist	War):	British	and	Egyptian	troops	led	by
Horatio	Kitchener	defeat	Sudanese	tribesmen	led	by	Khalifa	Abdullah	al-Taashi,	thus	establishing	British	dominance	in	the	Sudan.	11,000	Sudanese	are	killed	and	1,600	wounded	in	the	battle.[12]	September	10	–	Italian	anarchist	Luigi	Lucheni	assassinates	Empress	Elisabeth	of	Austria	in	Geneva,	as	an	act	of	propaganda	of	the	deed.	September	18	–
Fashoda	Incident:	A	powerful	flotilla	of	British	gunboats	arrives	at	the	French-occupied	fort	of	Fashoda	on	the	White	Nile,	leading	to	a	diplomatic	stalemate,	until	French	troops	are	ordered	to	withdraw	on	November	3.	September	21	Empress	Dowager	Cixi	of	China	engineers	a	coup	d'état,	marking	the	end	of	the	Hundred	Days'	Reform;	the	Guangxu
Emperor	is	arrested.	Geert	Adriaans	Boomgaard	of	Groningen	in	the	Netherlands	becomes	the	world's	first	validated	supercentenarian.	October	1	–	The	Vienna	University	of	Economics	and	Business	is	founded,	under	the	name	K.u.K.	Exportakademie.	October	3	–	Battle	of	Sugar	Point:	Ojibwe	tribesmen	defeat	U.S.	government	troops,	in	northern
Minnesota.	October	6	–	The	Sinfonia	Club,	later	to	become	the	Phi	Mu	Alpha	Sinfonia	fraternity,	is	founded	at	the	New	England	Conservatory	of	Music	in	Boston	by	Ossian	Everett	Mills.	October	15	–	The	Fork	Union	Military	Academy	is	founded,	in	Fork	Union,	Virginia.[13]	October	21	–	General	Leonard	Wood,	the	U.S.	military	governor	of	Cuba,	issues
a	proclamation	guaranteeing	personal	rights	to	the	Cuban	people.[14]	October	22	–	In	a	race	riot	near	Harperville,	Mississippi	in	the	U.S.,	14	African-Americans	and	one	white	person	are	killed.[14]	October	23	–	An	anarchist,	suspected	of	plotting	the	assassination	of	Germany's	Kaiser	Wilhelm	II,	is	arrested	in	Egypt	at	Alexandria.[14]	October	24	–	The
last	Spanish	soldiers	in	Puerto	Rico,	led	by	General	Ortega,	depart	on	ships	to	return	to	Spain.[14]	U.S.	President	William	McKinley	extends	the	deadline	for	all	Spanish	troops	to	leave	Cuba.	Set	to	expire	on	December	1,	the	last	day	to	depart	is	extended	to	January	1,	1899.[14]	Chinese	soldiers	attack	a	party	of	British	engineers	at	the	Marco	Polo
Bridge	on	the	Beijing	to	Hankou	railway.[14]	October	26	–	A	collision	between	two	Japanese	steamers	at	sea	kills	60	Japanese	sailors.[14]	The	U.S.	begins	the	release	and	repatriation	of	Spanish	Navy	sailors	who	had	been	taken	as	prisoners	of	war	in	the	Philippines,	and	sends	them	back	to	Spain.[14]	October	27	–	The	Court	of	Cassation	in	Paris	hears
arguments	from	lawyers	regarding	a	new	trial	in	the	Dreyfus	case.[14]	The	Court	grants	the	request	on	October	29.	October	29	–	France's	Court	of	Cassation	grants	a	rehearing	on	the	Dreyfus	case.[14]	Kaiser	Wilhelm	II	of	Germany	and	his	wife	arrive	at	Jerusalem	in	Ottoman-ruled	Palestine	and	visit	the	Church	of	the	Holy	Sepulchre.[14]	October	30	–
The	Imperial	Russian	government	announces	that	the	leaders	of	the	world's	major	nations	have	accepted	the	invitation	of	the	Tsar	to	take	part	in	a	proposed	conference	on	disarmament.[14]	October	31	–	The	Lutheran	Church	of	the	Redeemer,	Jerusalem,	is	dedicated	after	the	Sultan	of	the	Ottoman	Empire	presents	the	area,	said	to	be	the	site	of	the
Virgin	Mary's	home,	to	Germany's	Roman	Catholics.[14]	Count	Ōkuma	Shigenobu,	Japan's	Prime	Minister,	announces	his	resignation	along	with	that	of	his	cabinet	of	ministers.[14]	November	1	–	Charles	Dupuy	forms	a	new	government	as	Prime	Minister	of	France	following	the	resignation	of	Henri	Brisson.[14]	November	3	–	With	increasing	violence
threatened	by	rebels	in	China,	the	Russian	fleet	at	Port	Arthur	and	the	British	warships	at	Wei-Hai-Wei	are	readied	for	battle.[14]	November	5	–	Negros	Revolution:	Filipinos	on	the	island	of	Negros	revolt	against	Spanish	rule	and	establish	the	short-lived	Republic	of	Negros.[14]	In	China,	an	admiral	of	the	Imperial	Russian	Navy	and	40	sailors	are	denied
permission	by	the	Chinese	government	to	proceed	from	Tientsin	to	Beijing.	In	the	U.S.,	the	collapse	of	a	theater	under	construction	in	Detroit	kills	11	workmen.[14]	November	6	–	The	Japanese	ambassador	to	China	meets	with	the	Emperor	and	the	Empress	Dowager	at	Beijing.[14]	November	7	–	The	final	meeting	of	the	Cuban	Assembly	of	the	República
de	Cuba	en	Armas,	which	had	been	founded	in	1895	during	the	Cuban	War	of	Independence,	is	called	to	order	by	General	Calixto	García	in	the	city	of	Santa	Cruz	del	Sur.	Domingo	Méndez	Capote	is	elected	as	president	of	the	assembly.	November	8	–	Elections	are	held	in	the	U.S.	for	all	357	seats	in	the	House	of	Representatives,	as	well	as	for	the
governors	and	state	legislature	of	25	of	the	45	states.	With	179	needed	for	a	majority,	the	Republican	Party	maintains	control	with	187	seats,	despite	losing	19;	the	Democratic	party	gains	37	to	reach	124	seats;	the	Populist	party	losses	all	but	five	of	its	22	seats,	and	the	other	4	seats	are	controlled	by	smaller	parties.	Among	Governors	elected	are
Theodore	Roosevelt	as	Governor	of	the	state	of	New	York.[14]	Count	Yamagata	Aritomo	forms	a	new	government	as	Prime	Minister	of	Japan.[14]	November	9	–	In	the	U.S.,	the	racial	violence	in	Phoenix,	South	Carolina,	comes	to	an	end	after	12	African-Americans	had	been	lynched.[14]	November	10	–	The	Wilmington	insurrection	of	1898	begins	as	a
coup	d'état	by	the	white	Democratic	Party	of	the	U.S.	state	of	North	Carolina	against	the	Republican	Mayor	of	Wilmington.	On	the	first	day,	a	building	housing	a	negro	newspaper	is	burned	and	eight	African	Americans	are	killed.[14]	The	new	United	Central	American	States,	a	merger	of	El	Salvador,	Honduras	and	Nicaragua,	places	its	capital	in	the
Nicaraguan	city	of	Chinandega.[14]	Bartolomé	Masó,	the	President	of	the	República	de	Cuba	en	Armas	that	had	been	founded	during	the	Cuban	War	of	Independence,	resigns.[14]	November	11	–	In	Wilmington,	negro	leaders	and	white	republicans	are	forced	to	leave	the	city	by	new	government.[14]	November	12	–	The	Earl	of	Minto	takes	office	as	the
new	Governor	General	of	Canada.[14]	November	17	–	Fighting	begins	in	Pana,	Illinois,	between	striking	white	coal	miners	and	black	miners	hired	to	replace	them.[14]	November	18	–	The	wreck	of	the	ship	Atalanta	off	the	coast	of	the	U.S.	state	of	Oregon	kills	28	of	the	30	crew	aboard.[14]	November	19	–	In	U.S.	college	football,	Harvard	University
defeats	Yale	University,	17	to	0,	to	close	the	season	unbeaten.[14]	November	21	–	At	the	Paris	conference	to	end	the	Spanish-American	War,	the	U.S.	commissioners	offer	$20,000,000	for	purchase	of	the	Philippines	from	Spain.[15]	November	24	–	Italy	sends	an	ultimatum	to	the	Sultan	of	Morocco	concerning	treatmen	of	Italian	residents.[15]	November
26	–	General	Ramón	Blanco	resigns	as	the	spanish	Governor-General	of	Cuba	and	is	replaced	by	General	Adolfo	Jiménez	Castellanos.[15]	A	two-day	blizzard	known	as	the	Portland	Gale	piles	snow	in	Boston,	severely	impacting	the	Massachusetts	fishing	industry	and	several	coastal	New	England	towns.[15]	The	U.S.	Marines	arrive	on	USS	Boston	at
Tientsin	in	China	in	order	to	guard	the	American	legation	at	Beijing.[15]	November	27	–	All	115	people	aboard	the	American	steamer	SS	Portland	are	killed	when	the	ship	founders	off	of	the	caost	of	Cape	Cod.[15]	November	28	–The	Spanish	peace	commissioners	in	Paris	announce	that	they	accept	the	offer	of	the	U.S.	to	purchase	the	Philippines.[15]
November	30	–	The	United	Central	American	States,	a	merger	of	Nicaragua,	Honduras	and	El	Salvador,	is	formally	dissolved	after	the	government	was	unable	to	suppress	a	revolution	in	San	Salvador.[15]	December	1	–	President	Alfaro	of	Ecuador	suspends	the	govnerment	and	assumes	a	dictatorship	over	the	South	American	nation.[15]	The	French
government	decrees	a	ban	on	imports	of	fruit	and	plants	from	the	United	States.[15]	December	2	–	The	French	Chamber	of	Deputies	declines	to	endorse	the	policies	of	Prime	Minister	Depuy,	with	the	vote	failing	228	to	243.[15]	President	Alfaro	of	Ecuador	suspends	the	govnerment	and	assumes	a	dictatorship	over	the	South	American	nation.[15]
December	3	–	The	Republic	of	Nicaragua	issues	a	decree	announcing	its	return	to	sovereignty	as	a	separate	nation	after	its	union	with	El	Salvador	and	Honduras	collapses.[15]	December	4	–	President	Zelaya	of	Nicaragua	appoints	a	new	cabinet	free	of	ministers	from	El	Salvador	or	Honduras.[15]	The	wreck	of	the	British	steamer	SS	Clan	Drummond	in
the	Bay	of	Biscay	kills	37	people	on	board.[15]	December	5	–	A	fire	at	a	factory	in	the	Russian	city	of	Vilana	(now	Vilnius	in	Lithuania)	kills	15	women	and	girls,	most	of	whom	die	after	jumping	from	the	windows.[15]	December	6	–	The	Chancellor	of	Germany	opens	the	new	session	of	the	Reichstag	and	asks	for	an	increase	in	the	budget	for	the	German
Army.[15]	December	9	–	The	first	of	the	two	Tsavo	Man-Eaters	is	shot	by	John	Henry	Patterson;	the	second	is	killed	3	weeks	later,	after	135	railway	construction	workers	have	been	killed	by	the	lions.	December	10	–	The	Treaty	of	Paris	is	signed,	ending	the	Spanish–American	War.	December	12	–	The	French	Chamber	of	Deputies	voes	403	to	78	in	favor
of	the	Depuy	government.[15]	December	15	–	A	warrant	issued	in	Paris	for	the	arrest	of	Count	Ferdinand	Esterhazy	in	connection	with	the	Dreyfus	case.[15]	A	new	President	of	the	Swiss	Confederation	is	elected.[15]	The	French	Chamber	of	Deputies	votes	to	extend	a	loan	of	200,000,000	francs	for	the	construction	of	railroads	in	French	Indochina.[15]
December	18	–	Gaston	de	Chasseloup-Laubat	sets	the	first	official	land	speed	record	in	an	automobile,	averaging	63.15	km/h	(39.24	mph)	over	1	km	(0.62	mi)	in	France.	December	21	–	Prince	George	of	Greece	arrives	in	Crete	as	its	High	Commissioner,	and	is	escorted	by	the	flagships	of	four	nations.[16]	December	25	–	Penny	postage	goes	into	effect
throughout	the	British	Empire,	setting	the	cost	of	mailing	a	letter	to	most	British	colonies	at	one	pence.	Rates	remain	the	same	for	mail	to	Australia,	New	Zealand	and	the	Cape	Colony.[16]	December	26	–	Marie	and	Pierre	Curie	announce	the	discovery	of	an	element	that	they	name	radium.[16]	December	27	–	The	French	government	delivers	its	secret
dossier	on	the	Dreyfus	case	to	the	Court	of	Cassation.[16]	December	28	–	The	Swiss	village	of	Airolo	is	buried	in	an	avalanche.[16]	December	29	–	The	Moscow	Art	Theatre	production	of	The	Seagull	by	Anton	Chekhov	opens.[17]	King	Umberto	of	Italy	commutes	the	sentences	of	all	prisoners	who	had	been	given	the	death	penalty.[16]	December	31	–
Chief	Justice	Chambers	of	the	Samoan	Supreme	Court	rules	that	Malietoa	Tanus	is	entitled	to	become	King	of	Samoa,	and	holds	that	Mataafa	is	barred	by	the	Treaty	of	Berlin.[16]	French	serial	killer	Joseph	Vacher	is	executed	at	Bourg-en-Bresse.[18]	The	first	volume	of	the	Linguistic	Survey	of	India	is	published	in	Calcutta.	Gracie	Fields	Kaj	Munk
Sergei	Eisenstein	Randolph	Scott	Denjirō	Ōkōchi	Bertolt	Brecht	Leó	Szilárd	Enzo	Ferrari	Soong	Mei-ling	Eben	Dönges	January	1	–	Viktor	Ullmann,	Austrian	composer,	conductor	and	pianist	(d.	1944)	January	3	–	John	Loder,	British	actor	(d.	1988)	January	6	–	James	Fitzmaurice,	Irish	aviation	pioneer	(d.	1965)	January	7	–	Art	Baker,	American	actor	(d.
1966)	January	9	–	Gracie	Fields,	British	singer,	actress	and	comedian	(d.	1979)	January	10	–	Katharine	Burr	Blodgett,	American	physicist	and	chemist	(d.	1979)	January	13	–	Kaj	Munk,	Danish	playwright,	Lutheran	pastor	and	martyr	(d.	1944)	January	16	–	Margaret	Booth,	American	film	editor	(d.	2002)	January	20	–	Norma	Varden,	British-born	American
actress	(d.	1989)	January	21	Rudolph	Maté,	Polish-born	American	cinematographer	(d.	1964)	Shah	Ahmad	Shah	Qajar	of	Persia	(d.	1930)	January	22	Sergei	Eisenstein,	Russian	and	Soviet	film	director	(d.	1948)	Elazar	Shach,	Lithuanian-born	Israeli	Haredi	rabbi	(d.	2001)	January	23	–	Randolph	Scott,	American	film	actor	(d.	1987)	January	24	–	Karl
Hermann	Frank,	German	Nazi	official,	war	criminal	(d.	1946)	January	25	–	Hymie	Weiss,	Polish-American	mob	boss	(d.	1926)	January	28	–	Milan	Konjović,	Serbian	painter	(d.	1993)	January	31	–	Hubert	Renfro	Knickerbocker,	American	journalist	and	author	(d.	1949)	February	1	–	Leila	Denmark,	American	pediatrician,	supercentenarian	(d.	2012)
February	3	–	Alvar	Aalto,	Finnish	architect	(d.	1976)	February	5	Denjirō	Ōkōchi,	Japanese	actor	(d.	1962)	Ralph	McGill,	American	journalist	and	editorialist	(d.1969)	February	6	–	Melvin	B.	Tolson,	American	poet,	educator,	columnist,	and	politician	(d.	1966)	February	10	Bertolt	Brecht,	German	writer	(d.	1956)	Joseph	Kessel,	French	journalist	and	author
(d.	1979)[19]	Margot	Sponer,	German	philologist	and	resistance	fighter	(d.	1945)	February	11	Henry	de	La	Falaise,	French	film	director,	Croix	de	guerre	recipient	(d.	1972)	Leó	Szilárd,	Hungarian-American	physicist	(d.	1964)	February	12	Wallace	Ford,	British	actor	(d.	1966)	Roy	Harris,	American	composer	(d.	1979)	February	14	Eva	Novak,	American
actress	(d.	1988)	Fritz	Zwicky,	Swiss	physicist,	astronomer	(d.	1974)	February	15	Totò,	Italian	comedian,	actor,	poet,	and	songwriter	(d.	1967)	Allen	Woodring,	American	runner	(d.	1982)	February	18	Enzo	Ferrari,	Italian	race	car	driver,	automobile	manufacturer	(d.	1988)	Luis	Muñoz	Marín,	Puerto	Rican	poet,	journalist	and	politician	(d.	1980)
February	24	–	Kurt	Tank,	German	aeronautical	engineer	(d.	1983)	February	25	–	William	Astbury,	English	physicist,	molecular	biologist	(d.	1961)	February	28	Hugh	O'Flaherty,	Irish	Catholic	priest	(d.	1963)	Molly	Picon,	American	actress,	lyricist	(d.	1992)	March	2	–	Amélia	Rey	Colaço,	Portuguese	actress	and	impresario	(d.	1990)	March	3	–	Emil	Artin,
Austrian	mathematician	(d.	1962)	March	4	–	Georges	Dumézil,	French	philologist	(d.	1986)	March	5	Zhou	Enlai,	Premier	of	the	People's	Republic	of	China	(d.	1976)	Soong	Mei-ling,	First	Lady	of	China	(d.	2003)	March	6	–	Therese	Giehse,	German	actress	(d.	1975)	March	8	–	Eben	Dönges,	acting	Prime	Minister	of	South	Africa	and	elected	President	of
South	Africa	(d.	1968)	March	9	–	Dudley	Stamp,	British	geographer	(d.	1966)	March	11	–	Dorothy	Gish,	American	actress	(d.	1968)	March	13	–	Henry	Hathaway,	American	film	director,	producer	(d.	1985)	March	14	–	Reginald	Marsh,	American	painter	(d.	1954)	March	21	–	Paul	Alfred	Weiss,	Austrian	biologist	(d.	1989)	March	23	Erich	Bey,	German
admiral	(d.	1943)	Madeleine	de	Bourbon-Busset,	Duchess	of	Parma	(d.	1984)	March	30	–	Joyce	Carey,	English	actress	(d.	1993)	Paul	Robeson	Jim	Fouché	April	1	–	William	James	Sidis,	American	mathematician	(d.	1944)	April	2	–	Harindranath	Chattopadhyay,	Indian	poet,	actor	and	politician	(d.	1990)	April	3	George	Jessel,	American	comedian	(d.	1981)
Henry	Luce,	American	magazine	publisher	(d.	1967)	April	4	–	Agnes	Ayres,	American	actress	(d.	1940)	April	5	–	Solange	d'Ayen,	French	noblewoman,	Duchess	of	Ayen	and	journalist	(d.	1976)[20]	April	9	Paul	Robeson,	African-American	actor,	singer	and	political	activist	(d.	1976)	Atsushi	Watanabe,	Japanese	film	actor	(d.	1977)	Therese	Neumann,
German	Catholic	mystic	and	stigmatic	(d.	1962).	April	12	–	Lily	Pons,	French-American	opera	singer,	actress	(d.	1976)	April	14	Lee	Tracy,	American	actor	(d.	1968)	Harold	Stephen	Black,	American	electrical	engineer	(d.	1983)	April	19	–	Constance	Talmadge,	American	actress	(d.	1973)	April	26	Vicente	Aleixandre,	Spanish	writer,	Nobel	Prize	laureate
(d.	1984)	John	Grierson,	Scottish	documentary	filmmaker	(d.	1972)	Tomu	Uchida,	Japanese	film	director	(d.	1970)	April	27	–	Ludwig	Bemelmans,	Austrian-American	writer	and	illustrator	(d.	1962)	April	29	–	E.	J.	Bowen,	British	chemist	(d.	1980)	May	2	–	Henry	Hall,	British	bandleader	(d.	1989)	May	3	Golda	Meir,	Prime	Minister	of	Israel	(d.	1978)[21]
Septima	Poinsette	Clark,	American	educator	and	civil	rights	activist	(d.	1987)	May	5	Blind	Willie	McTell,	American	singer	(d.	1959)	Hans	Heinrich	von	Twardowski,	German	actor	(d.	1958)	May	6	–	Konrad	Henlein,	Sudeten	German	Nazi	leader	(d.	1945)	May	13	–	Hisamuddin	of	Selangor,	King	of	Malaysia	(d.	1960)	May	15	Arletty,	French	model,	actress
(d.	1992)	Tom	Wintringham,	British	politician	and	historian	(d.	1949)	May	16	Tamara	de	Lempicka,	Polish	Art	Deco	painter	(d.	1980)	Kenji	Mizoguchi,	Japanese	film	director	(d.	1956)	May	17	Anagarika	Govinda,	German	buddhist	lama	(d.	1985)	A.	J.	Casson,	Canadian	painter	(d.	1992)	May	19	–	Julius	Evola,	Italian	philosopher	(d.	1974)	May	21	–	Armand
Hammer,	American	entrepreneur,	art	collector	(d.	1990)	May	23	–	Frank	McHugh,	American	actor	(d.	1981)	May	24	–	Helen	B.	Taussig,	American	cardiologist	(d.	1986)	May	25	–	Robert	Aron,	French	historian	and	writer	(d.	1975)	May	28	–	Andy	Kirk,	American	jazz	bandleader	and	saxophonist	(d.1992)	May	31	–	Norman	Vincent	Peale,	American
clergyman	(d.	1993)	June	3	–	Stuart	H.	Ingersoll,	American	admiral	(d.	1983)	June	4	–	Harry	Crosby,	American	publisher,	poet	(d.	1929)	June	5	–	Federico	García	Lorca,	Spanish	poet,	playwright	(d.	1936)	June	6	Ninette	de	Valois,	Irish	dancer,	founder	of	The	Royal	Ballet	(d.	2001)	Jim	Fouché,	5th	President	of	South	Africa	(d.	1980)	June	10	–	Michel
Hollard,	French	Resistance	hero	(d.	1993)	June	11	–	Lionel	Penrose,	English	geneticist	(d.	1972)	June	17	M.	C.	Escher,	Dutch	artist	(d.	1972)	Harry	Patch,	British	World	War	I	soldier,	the	last	Tommy	(d.	2009)	June	22	Weeratunge	Edward	Perera,	Malaysian	educator,	businessman	and	social	entrepreneur	(d.	1982)	Erich	Maria	Remarque,	German	writer
(d.	1970)[22]	June	23	–	Winifred	Holtby,	English	novelist	and	journalist	(d.	1935)	June	26	Sa`id	Al-Mufti,	3-time	prime	minister	of	Jordan	(d.	1989)	Willy	Messerschmitt,	German	aircraft	designer,	manufacturer	(d.	1978)	June	30	George	Chandler,	American	actor	(d.	1985)	Josef	Jakobs,	German	spy	(d.1941)	Stefanos	Stefanopoulos	Isidor	Isaac	Rabi	Regis
Toomey	Leopold	Infeld	Alfons	Gorbach	Howard	Florey	George	Gershwin	July	2	George	J.	Folsey,	American	cinematographer	(d.	1988)	Anthony	McAuliffe,	American	general	(d.	1975)	July	3	Donald	Healey,	English	motor	engineer,	race	car	driver	(d.	1988)	Stefanos	Stefanopoulos,	Prime	Minister	of	Greece	(d.	1982)	July	4	Gulzarilal	Nanda,	Indian
politician,	economist	(d.	1998)	Gertrude	Lawrence,	English	actress,	singer	(d.	1952)	July	6	–	Hanns	Eisler,	German	composer	(d.	1962)	July	7	Teresa	Hsu	Chih,	Chinese-born	Singaporean	social	worker,	supercentenarian	(d.	2011)	Arnold	Horween,	American	Harvard	Crimson,	NFL	football	player	(d.	1985)	July	8	–	Vic	Oliver,	Austrian-born	British	actor
and	radio	comedian	(d.	1964)	July	14	Happy	Chandler,	American	politician	(d.	1991)	Youssef	Wahbi,	Egyptian	actor,	film	director	(d.	1982)	July	17	–	Berenice	Abbott,	American	photographer	(d.	1991)	July	18	–	John	Stuart,	Scottish	actor	(d.	1979)	July	22	Stephen	Vincent	Benét,	American	writer	(d.	1943)[23]	Alexander	Calder,	American	artist	(d.	1976)
July	25	–	Arthur	Lubin,	American	film	director	(d.	1995)	July	29	–	Isidor	Isaac	Rabi,	American	physicist,	Nobel	Prize	laureate	(d.	1988)	July	30	–	Henry	Moore,	English	sculptor	(d.	1986)	August	5	–	Piero	Sraffa,	Italian	political	economist	(d.	1983)	August	11	–	Peter	Mohr	Dam,	2-time	prime	minister	of	the	Faroe	Islands	(d.	1968)	August	12	Maria	Klenova,
Russian	marine	geologist	(d.	1976)	Oscar	Homolka,	Austrian	actor	(d.	1978)	August	13	Mohamad	Noah	Omar,	Malaysian	politician	(d.	1991)	Regis	Toomey,	American	actor	(d.	1991)	August	15	Jan	Brzechwa,	Polish	poet	(d.	1966)	Mohan	Singh	Oberoi,	Indian	businessman	and	politician	(d.	2002)	August	18	Lance	Sharkey,	Australian	Communist	leader	(d.
1967)	Tsola	Dragoycheva,	Bulgarian	politician	(d.	1993)	August	19	–	Eleanor	Boardman,	American	actress	(d.	1991)	August	20	Leopold	Infeld,	Polish	physicist	(d.	1968)	Vilhelm	Moberg,	Swedish	novelist,	historian	(d.	1973)	August	21	–	Herbert	Mundin,	English	actor	(d.	1939)	August	26	–	Peggy	Guggenheim,	American	art	collector	(d.	1979)	August	27	–
John	Hamilton,	Canadian	criminal,	bank	robber	(d.	1934)	August	29	–	Preston	Sturges,	American	director,	writer	(d.	1959)	August	30	–	Shirley	Booth,	American	actress	(d.	1992)	September	1	Violet	Carson,	British	actress	(d.	1983)	Marilyn	Miller,	American	actress,	singer,	and	dancer	(d.	1936)	September	2	–	Alfons	Gorbach,	15th	Chancellor	of	Austria
(d.	1972)	September	9	–	Walter	B.	Rea,	American	university	administrator	and	basketball	player	(d.	1970)	September	10	George	Eldredge,	American	actor	(d.	1977)	Bessie	Love,	American	actress	(d.	1986)	September	13	László	Baky,	Hungarian	Nazi	leader	(d.	1946)	Emilio	Núñez	Portuondo,	Cuban	diplomat,	lawyer	and	politician,	13th	Prime	Minister	of
Cuba	(d.	1978)	September	19	–	Giuseppe	Saragat,	President	of	Italy	(d.	1988)	September	24	–	Howard	Florey,	Australian-born	pharmacologist,	recipient	of	the	Nobel	Prize	in	Physiology	or	Medicine	(d.	1968)	September	26	–	George	Gershwin,	American	composer	(d.	1937)	September	29	–	Trofim	Lysenko,	Russian	biologist	(d.	1976)	September	30	Renée
Adorée,	French	actress	(d.	1933)	Princess	Charlotte,	Duchess	of	Valentinois	(d.	1977),	Monégasque	princess	William	O.	Douglas	Peng	Dehuai	Karl	Ziegler	Gunnar	Myrdal	October	6	Arthur	G.	Jones-Williams,	British	aviator	(d.	1929)	Mitchell	Leisen,	American	film	director	(d.	1972)	Clarence	Williams,	American	jazz	pianist,	composer	(d.	1965)	October	9	–
Joe	Sewell,	American	professional	baseball	player	(d.	1990)	October	10	Lilly	Daché,	French	milliner	(d.	1989)	Marie-Pierre	Kœnig,	French	general,	politician	(d.	1970)	October	15	–	Boughera	El	Ouafi,	Algerian	athlete	(d.	1959)	October	16	–	William	O.	Douglas,	Associate	Justice	of	the	Supreme	Court	of	the	United	States	(d.	1980)	October	17	–	Shinichi
Suzuki,	Japanese	musician,	educator	(d.	1998)	October	18	–	Lotte	Lenya,	Austrian	actress,	singer	(d.	1981)	October	24	–	Peng	Dehuai,	Chinese	military	leader	(d.	1974)	October	28	–	Abdul	Khalek	Hassouna,	Egyptian	diplomat,	2nd	Secretary-General	of	the	Arab	League	(d.	1992)	October	29	–	Vera	Stanley	Alder,	English	painter	and	mystic	(d.	1984)
October	30	–	Raphael	Girard,	Swiss-Guatemalan	ethnographer	(d.	1982)	November	11	–	René	Clair,	French	filmmaker,	novelist,	and	non-fiction	writer	(d.	1981)	November	12	–	Leon	Štukelj,	Slovene	gymnast	(d.	1999)	November	13	–	Walter	Karig,	American	naval	captain	and	author	(d.	1956)	November	14	–	Benjamin	Fondane,	Romanian-French
Symbolist	poet,	critic	and	existentialist	philosopher	(d.	1944)	November	15	–	Sylvan	Goldman,	American	businessman	and	inventor	(d.	1984)	November	17	–	Colleen	Clifford,	Australian	actress	(d.	1996)	November	18	–	Joris	Ivens,	Dutch	director	(d.	1989)	November	21	–	René	Magritte,	Belgian	artist	(d.	1967)	November	22	–	Gabriel	González	Videla,
24th	president	of	Chile	(d.	1980)	November	23	–	Bess	Flowers,	American	actress	(d.	1984)	November	24	–	Liu	Shaoqi,	President	of	the	People's	Republic	of	China	(d.	1969)	November	26	–	Karl	Ziegler,	German	chemist,	Nobel	Prize	laureate	(d.	1973)	November	29	–	C.	S.	Lewis,	British	author	(d.	1963)[24]	November	30	Firpo	Marberry,	American
baseball	pitcher	(d.	1976)	Link	Lyman,	American	professional	football	player	(d.	1972)	December	2	–	Indra	Lal	Roy,	Indian	World	War	I	pilot	(d.	1918)	December	5	–	Grace	Moore,	American	opera	singer,	actress	(d.	1947)	December	6	Alfred	Eisenstaedt,	American	photojournalist	(d.	1995)	Gunnar	Myrdal,	Swedish	sociologist,	economist	and	Nobel	Prize
laureate	(d.	1987)	December	9	–	Emmett	Kelly,	American	circus	clown	(d.	1979)	December	10	–	Howard	Beale,	Australian	politician	and	diplomat	(d.	1983)	December	14	–	Lillian	Randolph,	American	actress,	singer	(d.	1980)	December	19	–	Zheng	Zhenduo,	Chinese	author,	translator	(d.	1958)	December	20	–	Irene	Dunne,	American	actress	(d.	1990)
December	24	–	Baby	Dodds,	American	jazz	drummer	(d.	1959)	December	27	–	Inejiro	Asanuma,	Japanese	politician	(d.	1960)	December	28	–	Shigematsu	Sakaibara,	Japanese	admiral	and	war	criminal	(d.	1947)	December	31	István	Dobi,	Hungarian	prime	minister	(d.	1968)	Ivan	Miller,	Canadian	journalist	and	sportscaster	(d.	1967)[25]	Krishna	Ballabh
Sahay,	Indian	freedom	fighter	(d.	1974)	Ernest	Born,	American	architect,	designer,	and	artist	(b.	1992)	Robert	Piguet,	Swiss-born,	Paris-based	fashion	designer	(d.	1953)	Henryk	Sucharski,	Polish	military	officer	(d.	1946)	Piotr	Triebler,	Polish	sculptor	(d.	1952)	Lewis	Carroll	Matilda	Joslyn	Gage	William	Ewart	Gladstone	January	3	–	Lawrence	Sullivan
Ross,	Confederate	brigadier	general,	Texas	governor,	and	president	of	Texas	A&M	University	(b.	1838)	January	14	–	Lewis	Carroll,	British	writer,	mathematician	(Alice	in	Wonderland)	(b.	1832)	January	16	–	Charles	Pelham	Villiers,	longest-serving	MP	in	the	British	House	of	Commons	(b.	1802)	January	18	–	Henry	Liddell,	English	Dean	of	Christ	Church,
Oxford	(b.	1811)	January	26	–	Cornelia	J.	M.	Jordan,	American	lyricist	(b.	1830)	February	1	–	Tsuboi	Kōzō,	Japanese	admiral	(b.	1843)	February	6	–	Abdul	Samad	of	Selangor,	Malaysian	ruler,	4th	Sultan	of	Selangor	(b.	1804)	February	16	–	Thomas	Bracken,	author	of	the	official	national	anthem	of	New	Zealand	(God	Defend	New	Zealand)	(b.	1843)	March
1	–	George	Bruce	Malleson,	Indian	officer,	author	(b.	1825)	March	6	–	Andrei	Alexandrovich	Popov,	Russian	admiral	(b.	1821)	March	10	Marie-Eugénie	de	Jésus,	French	religious	(b.	1817)	George	Müller,	Prussian	evangelist,	founder	of	the	Ashley	Down	orphanage	(b.	1805)	March	11	–	William	Rosecrans,	California	congressman,	Register	of	the	U.S.
Treasury	(b.	1819)	March	15	–	Sir	Henry	Bessemer,	British	engineer,	inventor	(b.	1813)	March	16	–	Aubrey	Beardsley,	British	artist	(b.	1872)[26]	March	18	–	Matilda	Joslyn	Gage,	American	feminist	(b.	1826)	March	27	–	Sir	Syed	Ahmad	Khan,	Indian	university	founder	(b.	1817)	March	28	–	Anton	Seidl,	Hungarian	conductor	(b.	1850)	April	13	–	Aurilla
Furber,	American	author	(b.	1847)	April	15	–	Te	Keepa	Te	Rangihiwinui,	Maori	military	leader	April	18	–	Gustave	Moreau,	French	painter	(b.	1826)	April	29	–	Mary	Towne	Burt,	American	benefactor	(b.	1842)	May	19	–	William	Ewart	Gladstone,	Prime	Minister	of	the	United	Kingdom	(b.	1809)	May	22	–	Edward	Bellamy,	American	author	(b.	1850)	May	29
–	Theodor	Eimer,	German	zoologist	(b.	1843)	June	4	–	Rosalie	Olivecrona,	Swedish	feminist	activist	(b.	1823)	June	10	–	Tuone	Udaina,	Croatian-Italian	last	speaker	of	the	Dalmatian	language	(b.	1821)	June	14	–	Dewitt	Clinton	Senter,	American	politician,	18th	Governor	of	Tennessee	(b.	1830)	June	25	–	Ferdinand	Cohn,	German	biologist,	bacteriologist
and	microbiologist	(b.	1828)	Otto	von	Bismarck	Theodor	Fontane	Saint	Charbel	Makhluf	July	1	Siegfried	Marcus,	Austrian	automobile	pioneer	(b.	1831)	Joaquín	Vara	de	Rey	y	Rubio,	Spanish	general	(killed	in	action)	(b.	1841)	July	5	–	Richard	Pankhurst,	English	lawyer,	radical	and	supporter	of	women's	rights	(b.	1834)	July	8	–	Soapy	Smith,	American
con	artist	and	gangster	(b.	1860)	July	14	–	Louis-François	Richer	Laflèche,	Roman	Catholic	Bishop	of	Trois-Rivières,	Native	American	missionary	(b.	1818)	July	30	–	Otto	von	Bismarck,	German	statesman	(b.	1815)[27]	August	8	–	Eugène	Boudin,	French	painter	(b.	1824)	August	11	–	Sophia	Braeunlich,	American	business	manager	(b.	1854)	August	23	–
Félicien	Rops,	Belgian	artist	(b.	1833)	September	2	–	Wilford	Woodruff,	fourth	president	of	the	Church	of	Jesus	Christ	of	Latter-day	Saints	(b.	1807)	September	5	–	Sarah	Emma	Edmonds,	Canadian	nurse,	spy	(b.	1841)	September	9	–	Stéphane	Mallarmé,	French	poet	(b.	1842)	September	10	–	Empress	Elisabeth	of	Austria,	empress	consort	of	Austria,
queen	consort	of	Hungary	(assassinated)	(b.	1837)	September	16	–	Ramón	Emeterio	Betances,	Puerto	Rican	politician,	medical	doctor	and	diplomat	(b.	1827)	September	19	–	Sir	George	Grey,	11th	Premier	of	New	Zealand	(b.	1812)	September	20	–	Theodor	Fontane,	German	writer	(b.	1819)[28]	September	26	–	Fanny	Davenport,	American	actress	(b.
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Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	view	of	USS	Indiana	(BB-1)	(needs	Flash)	1898	Transport	Ship	Whitney	Leaving	Dock.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-05-20	(needs	Flash)	1898	10th	U.S.	Infantry,	2nd	Battalion	leaving	Train.	Thomas	Edison.
Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-20.	1898-05-20	view	of	10th	U.S.	Infantry,	2nd	Battalion	(needs	Flash)	1898	U.S.	Cavalry	Supplies	Unloading	at	Tampa,	Florida.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-05-20	view	of	Tampa,	Florida	(needs	Flash)	1898	Military	Camp	at	Tampa,
taken	from	train.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-05-20	view	of	Tampa,	Florida	(needs	Flash)	1898	Cuban	Refugees	Waiting	for	Rations.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-05-20	(needs	Flash)	1898	Colored	Troops	Disembarking.	Thomas	Edison.
Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-05-20	(needs	Flash)	1898	Troops	Ship	for	the	Philippines.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	June	1898	(needs	Flash)	1898	U.S.	troops	landing	at	Daiquirí,	Cuba.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved
2009-05-07.	1898-08-05	view	of	Daiquirí	after	the	United	States	invasion	of	Cuba	in	the	Spanish–American	War	(needs	Flash)	1898	Major	General	Shafter.	Thomas	Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-08-05	view	of	Major	General	Shafter	(needs	Flash)	1898	Troops	making	road	in	front	of	Santiago.	Thomas
Edison.	Archived	from	the	original	on	2021-12-11.	Retrieved	2009-05-07.	1898-09-03	view	of	Santiago	(needs	Flash)	Retrieved	from	"	3One	hundred	years,	from	1701	to	1800	For	other	uses,	see	18th	century	(disambiguation).	Millennia	2nd	millennium	Centuries	17th	century	18th	century	19th	century	Timelines	17th	century	18th	century	19th	century
State	leaders	17th	century	18th	century	19th	century	Decades	1700s	1710s	1720s	1730s	1740s	1750s	1760s	1770s	1780s	1790s	Categories:	Births	–	Deaths	Establishments	–	Disestablishments	vte	Political	boundaries	at	the	beginning	of	year	1700	Storming	of	the	Bastille,	14	July	1789,	an	iconic	event	of	the	French	Revolution.	Development	of	the	Watt
steam	engine	in	the	late	18th	century	was	an	important	element	in	the	Industrial	Revolution	in	Europe.	The	American	Revolutionary	War	took	place	in	the	late	18th	century.	The	18th	century	lasted	from	1	January	1701	(represented	by	the	Roman	numerals	MDCCI)	to	31	December	1800	(MDCCC).	During	the	18th	century,	elements	of	Enlightenment
thinking	culminated	in	the	Atlantic	Revolutions.	Revolutions	began	to	challenge	the	legitimacy	of	monarchical	and	aristocratic	power	structures.	The	Industrial	Revolution	began	mid-century,	leading	to	radical	changes	in	human	society	and	the	environment.	The	European	colonization	of	the	Americas	and	other	parts	of	the	world	intensified	and
associated	mass	migrations	of	people	grew	in	size	as	part	of	the	Age	of	Sail.	During	the	century,	slave	trading	expanded	across	the	shores	of	the	Atlantic	Ocean,	while	declining	in	Russia[1]	and	China.[2]	Western	historians	have	occasionally	defined	the	18th	century	otherwise	for	the	purposes	of	their	work.	For	example,	the	"short"	18th	century	may	be
defined	as	1715–1789,	denoting	the	period	of	time	between	the	death	of	Louis	XIV	of	France	and	the	start	of	the	French	Revolution,	with	an	emphasis	on	directly	interconnected	events.[3][4]	To	historians	who	expand	the	century	to	include	larger	historical	movements,	the	"long"	18th	century[5]	may	run	from	the	Glorious	Revolution	of	1688	to	the
Battle	of	Waterloo	in	1815[6]	or	even	later.[7]	France	was	the	sole	world	superpower	from	1659,	after	it	defeated	Spain,	until	1815,	when	it	was	defeated	by	Britain	and	its	coalitions	following	the	Napoleonic	Wars.	In	Europe,	philosophers	ushered	in	the	Age	of	Enlightenment.	This	period	coincided	with	the	French	Revolution	of	1789,	and	was	later
compromised	by	the	excesses	of	the	Reign	of	Terror.	At	first,	many	monarchies	of	Europe	embraced	Enlightenment	ideals,	but	in	the	wake	of	the	French	Revolution	they	feared	loss	of	power	and	formed	broad	coalitions	to	oppose	the	French	Republic	in	the	French	Revolutionary	Wars.	Various	conflicts	throughout	the	century,	including	the	War	of	the
Spanish	Succession	and	the	Seven	Years'	War,	saw	Great	Britain	triumph	over	its	rivals	to	become	the	preeminent	power	in	Europe.	However,	Britain's	attempts	to	exert	its	authority	over	the	Thirteen	Colonies	became	a	catalyst	for	the	American	Revolution.	The	18th	century	also	marked	the	end	of	the	Polish–Lithuanian	Commonwealth	as	an
independent	state.	Its	semi-democratic	government	system	was	not	robust	enough	to	prevent	partition	by	the	neighboring	states	of	Austria,	Prussia,	and	Russia.	In	West	Asia,	Nader	Shah	led	Persia	in	successful	military	campaigns.	The	Ottoman	Empire	experienced	a	period	of	peace,	taking	no	part	in	European	wars	from	1740	to	1768.	As	a	result,	the
empire	was	not	exposed	to	Europe's	military	improvements	during	the	Seven	Years'	War.	The	Ottoman	military	consequently	lagged	behind	and	suffered	several	defeats	against	Russia	in	the	second	half	of	the	century.	In	South	Asia,	the	death	of	Mughal	emperor	Aurangzeb	was	followed	by	the	expansion	of	the	Maratha	Confederacy	and	an	increasing
level	of	European	influence	and	control	in	the	region.	In	1739,	Persian	emperor	Nader	Shah	invaded	and	plundered	Delhi,	the	capital	of	the	Mughal	Empire.	Later,	his	general	Ahmad	Shah	Durrani	scored	another	victory	against	the	Marathas,	the	then	dominant	power	in	India,	in	the	Third	Battle	of	Panipat	in	1761.[8]	By	the	middle	of	the	century,	the
British	East	India	Company	began	to	conquer	eastern	India,[9][8]	and	by	the	end	of	the	century,	the	Anglo-Mysore	Wars	against	Tipu	Sultan	and	his	father	Hyder	Ali,	led	to	Company	rule	over	the	south.[10][11]	In	East	Asia,	the	century	was	marked	by	the	High	Qing	era,	a	period	characterized	by	significant	cultural	and	territorial	expansion.	This	period
also	experienced	relative	peace	and	prosperity,	allowing	for	societal	growth,	increasing	literacy	rates,	flourishing	trade,	and	consolidating	imperial	power	across	the	vast	Qing	dynasty's	territories.	Conversely,	the	continual	seclusion	policy	of	the	Tokugawa	shogunate	also	brought	a	peaceful	era	called	Pax	Tokugawa	and	experienced	a	flourishment	of
the	arts	as	well	as	scientific	knowledge	and	advancements,	which	were	introduced	to	Japan	through	the	Dutch	port	of	Nagasaki.	In	Southeast	Asia,	the	Konbaung–Ayutthaya	Wars	and	the	Tây	Sơn	Wars	broke	out	while	the	Dutch	East	India	Company	established	increasing	levels	of	control	over	the	Mataram	Sultanate.	In	Africa,	the	Ethiopian	Empire
underwent	the	Zemene	Mesafint,	a	period	when	the	country	was	ruled	by	a	class	of	regional	noblemen	and	the	emperor	was	merely	a	figurehead.	The	Atlantic	slave	trade	also	saw	the	continued	involvement	of	states	such	as	the	Oyo	Empire.	In	Oceania,	the	European	colonization	of	Australia	and	New	Zealand	began	during	the	late	half	of	the	century.	In
the	Americas,	the	United	States	declared	its	independence	from	Great	Britain.	In	1776,	Thomas	Jefferson	wrote	the	Declaration	of	Independence.	In	1789,	George	Washington	was	inaugurated	as	the	first	president.	Benjamin	Franklin	traveled	to	Europe	where	he	was	hailed	as	an	inventor.	Examples	of	his	inventions	include	the	lightning	rod	and	bifocal
glasses.	Túpac	Amaru	II	led	an	uprising	that	sought	to	end	Spanish	colonial	rule	in	Peru.	For	a	chronological	guide,	see	Timeline	of	the	18th	century.	See	also:	Georgian	era	Main	articles:	1700s,	1710s,	1720s,	1730s,	and	1740s	Europe	at	the	beginning	of	the	War	of	the	Spanish	Succession,	1700	The	Battle	of	Poltava	in	1709	turned	the	Russian	Empire
into	a	European	power.	John	Churchill,	1st	Duke	of	Marlborough	1700–1721:	Great	Northern	War	between	the	Russian	and	Swedish	Empires.	1701:	Kingdom	of	Prussia	declared	under	King	Frederick	I.	1701:	The	Battle	of	Feyiase	marks	the	rise	of	the	Ashanti	Empire.	1701–1714:	The	War	of	the	Spanish	Succession	is	fought,	involving	most	of
continental	Europe.[12]	1702–1715:	Camisard	rebellion	in	France.	1703:	Saint	Petersburg	is	founded	by	Peter	the	Great;	it	is	the	Russian	capital	until	1918.	1703–1711:	The	Rákóczi	uprising	against	the	Habsburg	monarchy.	1704:	End	of	Japan's	Genroku	period.	1704:	First	Javanese	War	of	Succession.[13]	1706–1713:	The	War	of	the	Spanish
Succession:	French	troops	defeated	at	the	Battle	of	Ramillies	and	the	Siege	of	Turin.	1707:	Death	of	Mughal	Emperor	Aurangzeb	leads	to	the	fragmentation	of	the	Mughal	Empire.	1707:	The	Act	of	Union	is	passed,	merging	the	Scottish	and	English	Parliaments,	thus	establishing	the	Kingdom	of	Great	Britain.[14]	1708:	The	Company	of	Merchants	of
London	Trading	into	the	East	Indies	and	English	Company	Trading	to	the	East	Indies	merge	to	form	the	United	Company	of	Merchants	of	England	Trading	to	the	East	Indies.	1708–1709:	Famine	kills	one-third	of	East	Prussia's	population.	1709:	Foundation	of	the	Hotak	Empire.	1709:	The	Great	Frost	of	1709	marks	the	coldest	winter	in	500	years,
contributing	to	the	defeat	of	Sweden	at	Poltava.	1710:	The	world's	first	copyright	legislation,	Britain's	Statute	of	Anne,	takes	effect.	1710–1711:	Ottoman	Empire	fights	Russia	in	the	Russo-Turkish	War	and	regains	Azov.	1711:	Bukhara	Khanate	dissolves	as	local	begs	seize	power.	1711–1715:	Tuscarora	War	between	British,	Dutch,	and	German	settlers
and	the	Tuscarora	people	of	North	Carolina.	1713:	The	Kangxi	Emperor	acknowledges	the	full	recovery	of	the	Chinese	economy	since	its	apex	during	the	Ming.	1714:	In	Amsterdam,	Daniel	Gabriel	Fahrenheit	invents	the	mercury-in-glass	thermometer,	which	remains	the	most	reliable	and	accurate	thermometer	until	the	electronic	era.	1715:	The	first
Jacobite	rising	breaks	out;	the	British	halt	the	Jacobite	advance	at	the	Battle	of	Sheriffmuir;	Battle	of	Preston.	1716:	Establishment	of	the	Sikh	Confederacy	along	the	present-day	India-Pakistan	border.	1716–1718:	Austro-Venetian-Turkish	War.	1718:	The	city	of	New	Orleans	is	founded	by	the	French	in	North	America.	1718–1720:	War	of	the	Quadruple
Alliance	with	Spain	versus	France,	Britain,	Austria,	and	the	Netherlands.	1718–1730:	Tulip	period	of	the	Ottoman	Empire.	1719:	Second	Javanese	War	of	Succession.[15]	1720:	The	South	Sea	Bubble.	1720–1721:	The	Great	Plague	of	Marseille.	1720:	Qing	forces	oust	Dzungar	invaders	from	Tibet.	1721:	The	Treaty	of	Nystad	is	signed,	ending	the	Great
Northern	War.	1721:	Sack	of	Shamakhi,	massacre	of	its	Shia	population	by	Sunni	Lezgins.	1722:	Siege	of	Isfahan	results	in	the	handover	of	Iran	to	the	Hotaki	Afghans.	1722–1723:	Russo-Persian	War.	1722–1725:	Controversy	over	William	Wood's	halfpence	leads	to	the	Drapier's	Letters	and	begins	the	Irish	economic	independence	from	England
movement.	Mughal	emperor	Muhammad	Shah	with	the	Persian	invader	Nader	Shah.	1723:	Slavery	is	abolished	in	Russia;	Peter	the	Great	converts	household	slaves	into	house	serfs.[16]	1723–1730:	The	"Great	Disaster",	an	invasion	of	Kazakh	territories	by	the	Dzungars.	1723–1732:	The	Qing	and	the	Dzungars	fight	a	series	of	wars	across	Qinghai,



Dzungaria,	and	Outer	Mongolia,	with	inconclusive	results.	1724:	Daniel	Gabriel	Fahrenheit	proposes	the	Fahrenheit	temperature	scale.	1725:	Austro-Spanish	alliance	revived.	Russia	joins	in	1726.	1727–1729:	Anglo-Spanish	War	ends	inconclusively.	1730:	Mahmud	I	takes	over	Ottoman	Empire	after	the	Patrona	Halil	revolt,	ending	the	Tulip	period.
1730–1760:	The	First	Great	Awakening	takes	place	in	Great	Britain	and	North	America.	1732–1734:	Crimean	Tatar	raids	into	Russia.[17]	1733–1738:	War	of	the	Polish	Succession.	Qianlong	Emperor	1735–1739:	Austro-Russo-Turkish	War.	1735–1799:	The	Qianlong	Emperor	of	China	oversees	a	huge	expansion	in	territory.	1738–1756:	Famine	across	the
Sahel;	half	the	population	of	Timbuktu	dies.[18]	1737–1738:	Hotak	Empire	ends	after	the	siege	of	Kandahar	by	Nader	Shah.	1739:	Great	Britain	and	Spain	fight	the	War	of	Jenkins'	Ear	in	the	Caribbean.	1739:	Nader	Shah	defeats	a	pan-Indian	army	of	300,000	at	the	Battle	of	Karnal.	Taxation	is	stopped	in	Iran	for	three	years.	1739–1740:	Nader	Shah's
Sindh	expedition.	1740:	George	Whitefield	brings	the	First	Great	Awakening	to	New	England	1740–1741:	Famine	in	Ireland	kills	20	percent	of	the	population.	1741–1743:	Iran	invades	Uzbekistan,	Khwarazm,	Dagestan,	and	Oman.	1741–1751:	Maratha	invasions	of	Bengal.	1740–1748:	War	of	the	Austrian	Succession.	1742:	Marvel's	Mill,	the	first	water-
powered	cotton	mill,	begins	operation	in	England.[19]	1742:	Anders	Celsius	proposes	an	inverted	form	of	the	centigrade	temperature,	which	is	later	renamed	Celsius	in	his	honor.	1742:	Premiere	of	George	Frideric	Handel's	Messiah.	1743–1746:	Another	Ottoman-Persian	War	involves	375,000	men	but	ultimately	ends	in	a	stalemate.	The	extinction	of	the
Scottish	clan	system	came	with	the	defeat	of	the	clansmen	at	the	Battle	of	Culloden	in	1746.[20]	1744:	The	First	Saudi	State	is	founded	by	Mohammed	Ibn	Saud.[21]	1744:	Battle	of	Toulon	is	fought	off	the	coast	of	France.	1744–1748:	The	First	Carnatic	War	is	fought	between	the	British,	the	French,	the	Marathas,	and	Mysore	in	India.	1745:	Second
Jacobite	rising	is	begun	by	Charles	Edward	Stuart	in	Scotland.	1747:	The	Durrani	Empire	is	founded	by	Ahmad	Shah	Durrani.	1748:	The	Treaty	of	Aix-La-Chapelle	ends	the	War	of	the	Austrian	Succession	and	First	Carnatic	War.	1748–1754:	The	Second	Carnatic	War	is	fought	between	the	British,	the	French,	the	Marathas,	and	Mysore	in	India.	1750:
Peak	of	the	Little	Ice	Age.	Main	articles:	1750s,	1760s,	1770s,	1780s,	1790s,	and	1800s	1752:	The	British	Empire	adopts	the	Gregorian	Calendar,	skipping	11	days	from	3	September	to	13	September.	On	the	calendar,	2	September	is	followed	directly	by	14	September.	1754:	The	Treaty	of	Pondicherry	ends	the	Second	Carnatic	War	and	recognizes
Muhammed	Ali	Khan	Wallajah	as	Nawab	of	the	Carnatic.	1754:	King's	College	is	founded	by	a	royal	charter	of	George	II	of	Great	Britain.[22]	1754–1763:	The	French	and	Indian	War,	the	North	American	chapter	of	the	Seven	Years'	War,	is	fought	in	colonial	North	America,	mostly	by	the	French	and	their	allies	against	the	English	and	their	allies.	1755:
The	great	Lisbon	earthquake	destroys	most	of	Portugal's	capital	and	kills	up	to	100,000.	1755:	The	Dzungar	genocide	depopulates	much	of	northern	Xinjiang,	allowing	for	Han,	Uyghur,	Khalkha	Mongol,	and	Manchu	colonization.	1755–1763:	The	Great	Upheaval	forces	transfer	of	the	French	Acadian	population	from	Nova	Scotia	and	New	Brunswick.
1756–1763:	The	Seven	Years'	War	is	fought	among	European	powers	in	various	theaters	around	the	world.	1756–1763:	The	Third	Carnatic	War	is	fought	between	the	British,	the	French,	and	Mysore	in	India.	1757:	British	conquest	of	Bengal.	Catherine	the	Great,	Empress	of	Russia.	1760:	George	III	becomes	King	of	Britain.	1761:	Maratha	Empire
defeated	at	Battle	of	Panipat.	1762–1796:	Reign	of	Catherine	the	Great	of	Russia.	1763:	The	Treaty	of	Paris	ends	the	Seven	Years'	War	and	Third	Carnatic	War.	1764:	Dahomey	and	the	Oyo	Empire	defeat	the	Ashanti	army	at	the	Battle	of	Atakpamé.	1764:	The	Mughals	are	defeated	at	the	Battle	of	Buxar.	1765:	The	Stamp	Act	is	introduced	into	the
American	colonies	by	the	British	Parliament.	1765–1767:	The	Burmese	invade	Thailand	and	utterly	destroy	Attuthaya.	1765–1769:	Burma	under	Hsinbyushin	repels	four	invasions	from	Qing	China,	securing	hegemony	over	the	Shan	states.	1766:	Christian	VII	becomes	king	of	Denmark.	He	was	king	of	Denmark	to	1808.	1766–1799:	Anglo-Mysore	Wars.
1767:	Taksin	expels	Burmese	invaders	and	reunites	Thailand	under	an	authoritarian	regime.	1768–1772:	War	of	the	Bar	Confederation.	1768–1774:	Russo-Turkish	War.	1769:	Spanish	missionaries	establish	the	first	of	21	missions	in	California.	1769–1770:	James	Cook	explores	and	maps	New	Zealand	and	Australia.	1769–1773:	The	Bengal	famine	of	1770
kills	one-third	of	the	Bengal	population.	1769:	The	French	East	India	Company	dissolves,	only	to	be	revived	in	1785.	1769:	French	expeditions	capture	clove	plants	in	Ambon,	ending	the	Dutch	East	India	Company's	(VOC)	monopoly	of	the	plant.[23]	1770–1771:	Famine	in	Czech	lands	kills	hundreds	of	thousands.	1771:	The	Plague	Riot	in	Moscow.	1771:
The	Kalmyk	Khanate	dissolves	as	the	territory	becomes	colonized	by	Russians.	More	than	a	hundred	thousand	Kalmyks	migrate	back	to	Qing	Dzungaria.	1772:	Gustav	III	of	Sweden	stages	a	coup	d'état,	becoming	almost	an	absolute	monarch.	Encyclopédie,	ou	dictionnaire	raisonné	des	sciences,	des	arts	et	des	métiers	1772–1779:	Maratha	Empire	fights
Britain	and	Raghunathrao's	forces	during	the	First	Anglo-Maratha	War.	1772–1795:	The	Partitions	of	Poland	end	the	Polish–Lithuanian	Commonwealth	and	erase	Poland	from	the	map	for	123	years.	1773–1775:	Pugachev's	Rebellion,	the	largest	peasant	revolt	in	Russian	history.	1773:	East	India	Company	starts	operations	in	Bengal	to	smuggle	opium
into	China.	1775:	Russia	imposes	a	reduction	in	autonomy	on	the	Zaporizhian	Cossacks	of	Ukraine.	1775–1782:	First	Anglo-Maratha	War.	1775–1783:	American	Revolutionary	War.	1776:	Several	kongsi	republics	are	founded	by	Chinese	settlers	in	the	island	of	Borneo.	They	are	some	of	the	first	democracies	in	Asia.	1776–1777:	A	Spanish-Portuguese	War
occurs	over	land	in	the	South	American	frontiers.	1776:	Illuminati	founded	by	Adam	Weishaupt.	1776:	The	United	States	Declaration	of	Independence	is	adopted	by	the	Second	Continental	Congress	in	Philadelphia.	1776:	Adam	Smith	publishes	The	Wealth	of	Nations.	1778:	James	Cook	becomes	the	first	European	to	land	on	the	Hawaiian	Islands.	1778:
Franco-American	alliance	signed.	1778:	Spain	acquires	its	first	permanent	holding	in	Africa	from	the	Portuguese,	which	is	administered	by	the	newly-established	La	Plata	Viceroyalty.	1778:	Vietnam	is	reunified	for	the	first	time	in	200	years	by	the	Tay	Son	brothers.	The	Tây	Sơn	dynasty	has	been	established,	terminating	the	Lê	dynasty.	1779–1879:
Xhosa	Wars	between	British	and	Boer	settlers	and	the	Xhosas	in	the	South	African	Republic.	1779–1783:	Britain	loses	several	islands	and	colonial	outposts	all	over	the	world	to	the	combined	Franco-Spanish	navy.	1779:	Iran	enters	yet	another	period	of	conflict	and	civil	war	after	the	prosperous	reign	of	Karim	Khan	Zand.	1780:	Outbreak	of	the
indigenous	rebellion	against	Spanish	colonization	led	by	Túpac	Amaru	II	in	Peru.	1781:	The	city	of	Los	Angeles	is	founded	by	Spanish	settlers.George	Washington	1781–1785:	Serfdom	is	abolished	in	the	Austrian	monarchy	(first	step;	second	step	in	1848).	1782:	The	Thonburi	Kingdom	of	Thailand	is	dissolved	after	a	palace	coup.	1783:	The	Treaty	of
Paris	formally	ends	the	American	Revolutionary	War.	1783:	Russian	annexation	of	Crimea.	1785–1791:	Imam	Sheikh	Mansur,	a	Chechen	warrior	and	Muslim	mystic,	leads	a	coalition	of	Muslim	Caucasian	tribes	from	throughout	the	Caucasus	in	a	holy	war	against	Russian	settlers	and	military	bases	in	the	Caucasus,	as	well	as	against	local	traditionalists,
who	followed	the	traditional	customs	and	common	law	(Adat)	rather	than	the	theocratic	Sharia.[24]	1785–1795:	The	Northwest	Indian	War	is	fought	between	the	United	States	and	Native	Americans.	1785–1787:	The	Maratha–Mysore	Wars	concludes	with	an	exchange	of	territories	in	the	Deccan.	1786–1787:	Wolfgang	Amadeus	Mozart	premieres	The
Marriage	of	Figaro	and	Don	Giovanni.	1787:	The	Tuareg	occupy	Timbuktu	until	the	19th	century.	1787–1792:	Russo-Turkish	War.	1788:	First	Fleet	arrives	in	Australia	1788–1790:	Russo-Swedish	War	(1788–1790).	1788:	Dutch	Geert	Adriaans	Boomgaard	(1788–1899)	would	become	the	first	generally	accepted	validated	case	of	a	supercentenarian	on
record.[25][26]	Declaration	of	the	Rights	of	Man	and	of	the	Citizen	1788–1789:	A	Qing	attempt	to	reinstall	an	exiled	Vietnamese	king	in	northern	Vietnam	ends	in	disaster.	1789:	George	Washington	is	elected	the	first	President	of	the	United	States;	he	serves	until	1797.	1789:	Quang	Trung	defeats	the	Qing	army.	1789–1799:	French	Revolution.	1789:
The	Liège	Revolution.	1789:	The	Brabant	Revolution.	1789:	The	Inconfidência	Mineira,	an	unsuccessful	separatist	movement	in	central	Brazil	led	by	Tiradentes	1791:	Suppression	of	the	Liège	Revolution	by	Austrian	forces	and	re-establishment	of	the	Prince-Bishopric	of	Liège.	1791–1795:	George	Vancouver	explores	the	world	during	the	Vancouver
Expedition.	1791–1804:	The	Haitian	Revolution.	1791:	Mozart	premieres	The	Magic	Flute.	1792–1802:	The	French	Revolutionary	Wars	lead	into	the	Napoleonic	Wars,	which	last	from	1803–1815.	1792:	The	New	York	Stock	&	Exchange	Board	is	founded.	1792:	Polish–Russian	War	of	1792.	1792:	Margaret	Ann	Neve	(1792–1903)	would	become	the	first
recorded	female	supercentenarian	to	reach	the	age	of	110.[27][28]	1793:	Upper	Canada	bans	slavery.	1793:	The	largest	yellow	fever	epidemic	in	American	history	kills	as	many	as	5,000	people	in	Philadelphia,	roughly	10%	of	the	population.[29]	1793–1796:	Revolt	in	the	Vendée	against	the	French	Republic	at	the	time	of	the	Revolution.	1794–1816:	The
Hawkesbury	and	Nepean	Wars,	which	were	a	series	of	incidents	between	settlers	and	New	South	Wales	Corps	and	the	Aboriginal	Australian	clans	of	the	Hawkesbury	river	in	Sydney,	Australia.	1795:	The	Marseillaise	is	officially	adopted	as	the	French	national	anthem.Napoleon	at	the	Bridge	of	the	Arcole	1795:	The	Battle	of	Nuʻuanu	in	the	final	days	of
King	Kamehameha	I's	wars	to	unify	the	Hawaiian	Islands.	1795–1796:	Iran	invades	and	devastates	Georgia,	prompting	Russia	to	intervene	and	march	on	Tehran.	1796:	Edward	Jenner	administers	the	first	smallpox	vaccination;	smallpox	killed	an	estimated	400,000	Europeans	each	year	during	the	18th	century,	including	five	reigning	monarchs.[30]
1796:	War	of	the	First	Coalition:	The	Battle	of	Montenotte	marks	Napoleon	Bonaparte's	first	victory	as	an	army	commander.	1796:	The	British	eject	the	Dutch	from	Ceylon	and	South	Africa.	1796–1804:	The	White	Lotus	Rebellion	against	the	Manchu	dynasty	in	China.	1797:	John	Adams	is	elected	the	second	President	of	the	United	States;	he	serves	until
1801.	1798:	The	Irish	Rebellion	fails	to	overthrow	British	rule	in	Ireland.	1798–1800:	The	Quasi-War	is	fought	between	the	United	States	and	France.	1799:	Dutch	East	India	Company	is	dissolved.	1799:	Austro-Russian	forces	under	Alexander	Suvorov	liberates	much	of	Italy	and	Switzerland	from	French	occupation.	1799:	Coup	of	18	Brumaire	-
Napoleon's	coup	d'etat	brings	the	end	of	the	French	Revolution.	1799:	Death	of	the	Qianlong	Emperor	after	60	years	of	rule	over	China.	His	favorite	official,	Heshen,	is	ordered	to	commit	suicide.	1800:	On	1	January,	the	bankrupt	VOC	is	formally	dissolved	and	the	nationalized	Dutch	East	Indies	are	established.[31]	Main	articles:	Timeline	of	historic
inventions	§	18th	century,	and	Timeline	of	scientific	discoveries	§	18th	century	The	spinning	jenny	1709:	The	first	piano	was	built	by	Bartolomeo	Cristofori	1711:	Tuning	fork	was	invented	by	John	Shore	1712:	Steam	engine	invented	by	Thomas	Newcomen	1714:	Mercury	thermometer	by	Daniel	Gabriel	Fahrenheit	1717:	Diving	bell	was	successfully
tested	by	Edmond	Halley,	sustainable	to	a	depth	of	55	ft	c.	1730:	Octant	navigational	tool	was	developed	by	John	Hadley	in	England,	and	Thomas	Godfrey	in	America	1733:	Flying	shuttle	invented	by	John	Kay	1736:	Europeans	encountered	rubber	–	the	discovery	was	made	by	Charles	Marie	de	La	Condamine	while	on	expedition	in	South	America.	It	was
named	in	1770	by	Joseph	Priestley	c.	1740:	Modern	steel	was	developed	by	Benjamin	Huntsman	1741:	Vitus	Bering	discovers	Alaska	1745:	Leyden	jar	invented	by	Ewald	Georg	von	Kleist	was	the	first	electrical	capacitor	1751:	Jacques	de	Vaucanson	perfects	the	first	precision	lathe	1752:	Lightning	rod	invented	by	Benjamin	Franklin	1753:	The	first	clock
to	be	built	in	the	New	World	(North	America)	was	invented	by	Benjamin	Banneker.	1755:	The	tallest	wooden	Bodhisattva	statue	in	the	world	is	erected	at	Puning	Temple,	Chengde,	China.	1764:	Spinning	jenny	created	by	James	Hargreaves	brought	on	the	Industrial	Revolution	1765:	James	Watt	enhances	Newcomen's	steam	engine,	allowing	new	steel
technologies	1761:	The	problem	of	longitude	was	finally	resolved	by	the	fourth	chronometer	of	John	Harrison	1763:	Thomas	Bayes	publishes	first	version	of	Bayes'	theorem,	paving	the	way	for	Bayesian	probability	1768–1779:	James	Cook	mapped	the	boundaries	of	the	Pacific	Ocean	and	discovered	many	Pacific	Islands	1774:	Joseph	Priestley	discovers
"dephlogisticated	air",	oxygen	The	Chinese	Putuo	Zongcheng	Temple	of	Chengde,	completed	in	1771,	during	the	reign	of	the	Qianlong	Emperor.	1775:	Joseph	Priestley's	first	synthesis	of	"phlogisticated	nitrous	air",	nitrous	oxide,	"laughing	gas"	1776:	First	improved	steam	engines	installed	by	James	Watt	1776:	Steamboat	invented	by	Claude	de	Jouffroy
1777:	Circular	saw	invented	by	Samuel	Miller	1779:	Photosynthesis	was	first	discovered	by	Jan	Ingenhousz	1781:	William	Herschel	announces	discovery	of	Uranus	1784:	Bifocals	invented	by	Benjamin	Franklin	1784:	Argand	lamp	invented	by	Aimé	Argand[32]	1785:	Power	loom	invented	by	Edmund	Cartwright	1785:	Automatic	flour	mill	invented	by
Oliver	Evans	1786:	Threshing	machine	invented	by	Andrew	Meikle	1787:	Jacques	Charles	discovers	Charles's	law	1789:	Antoine	Lavoisier	discovers	the	law	of	conservation	of	mass,	the	basis	for	chemistry,	and	begins	modern	chemistry	1798:	Edward	Jenner	publishes	a	treatise	about	smallpox	vaccination	1798:	The	Lithographic	printing	process
invented	by	Alois	Senefelder[33]	1799:	Rosetta	Stone	discovered	by	Napoleon's	troops	Main	articles:	18th	century	in	literature	and	18th	century	in	philosophy	1703:	The	Love	Suicides	at	Sonezaki	by	Chikamatsu	first	performed	1704–1717:	One	Thousand	and	One	Nights	translated	into	French	by	Antoine	Galland.	The	work	becomes	immensely	popular
throughout	Europe.	1704:	A	Tale	of	a	Tub	by	Jonathan	Swift	first	published	1712:	The	Rape	of	the	Lock	by	Alexander	Pope	(publication	of	first	version)	1719:	Robinson	Crusoe	by	Daniel	Defoe	1725:	The	New	Science	by	Giambattista	Vico	1726:	Gulliver's	Travels	by	Jonathan	Swift	1728:	The	Dunciad	by	Alexander	Pope	(publication	of	first	version)	1744:
A	Little	Pretty	Pocket-Book	becomes	one	of	the	first	books	marketed	for	children	1748:	Chushingura	(The	Treasury	of	Loyal	Retainers),	popular	Japanese	puppet	play,	composed	1748:	Clarissa;	or,	The	History	of	a	Young	Lady	by	Samuel	Richardson	1749:	The	History	of	Tom	Jones,	a	Foundling	by	Henry	Fielding	1751:	Elegy	Written	in	a	Country
Churchyard	by	Thomas	Gray	published	1751–1785:	The	French	Encyclopédie	1755:	A	Dictionary	of	the	English	Language	by	Samuel	Johnson	1758:	Arithmetika	Horvatzka	by	Mihalj	Šilobod	Bolšić	1759:	Candide	by	Voltaire	1759:	The	Theory	of	Moral	Sentiments	by	Adam	Smith	1759–1767:	Tristram	Shandy	by	Laurence	Sterne	1762:	Emile:	or,	On
Education	by	Jean-Jacques	Rousseau	1762:	The	Social	Contract,	Or	Principles	of	Political	Right	by	Jean-Jacques	Rousseau	1774:	The	Sorrows	of	Young	Werther	by	Goethe	first	published	1776:	Ugetsu	Monogatari	(Tales	of	Moonlight	and	Rain)	by	Ueda	Akinari	1776:	The	Wealth	of	Nations,	foundation	of	the	modern	theory	of	economy,	was	published	by
Adam	Smith	1776–1789:	The	History	of	the	Decline	and	Fall	of	the	Roman	Empire	was	published	by	Edward	Gibbon	1779:	Amazing	Grace	published	by	John	Newton	1779–1782:	Lives	of	the	Most	Eminent	English	Poets	by	Samuel	Johnson	1781:	Critique	of	Pure	Reason	by	Immanuel	Kant	(publication	of	first	edition)	1781:	The	Robbers	by	Friedrich
Schiller	first	published	1782:	Les	Liaisons	dangereuses	by	Pierre	Choderlos	de	Laclos	1786:	Poems,	Chiefly	in	the	Scottish	Dialect	by	Robert	Burns	1787–1788:	The	Federalist	Papers	by	Alexander	Hamilton,	James	Madison,	and	John	Jay	1788:	Critique	of	Practical	Reason	by	Immanuel	Kant	1789:	Songs	of	Innocence	by	William	Blake	1789:	The
Interesting	Narrative	of	the	Life	of	Olaudah	Equiano	by	Olaudah	Equiano	1790:	Journey	from	St.	Petersburg	to	Moscow	by	Alexander	Radishchev	1790:	Reflections	on	the	Revolution	in	France	by	Edmund	Burke	1791:	Rights	of	Man	by	Thomas	Paine	1792:	A	Vindication	of	the	Rights	of	Woman	by	Mary	Wollstonecraft	1794:	Songs	of	Experience	by
William	Blake	1798:	Lyrical	Ballads	by	William	Wordsworth	and	Samuel	Taylor	Coleridge	1798:	An	Essay	on	the	Principle	of	Population	published	by	Thomas	Malthus	(mid–18th	century):	The	Dream	of	the	Red	Chamber	(authorship	attributed	to	Cao	Xueqin),	one	of	the	most	famous	Chinese	novels	1711:	Rinaldo,	Handel's	first	opera	for	the	London	stage,
premiered	1721:	Brandenburg	Concertos	by	J.S.	Bach	1723:	The	Four	Seasons,	violin	concertos	by	Antonio	Vivaldi,	composed	1724:	St	John	Passion	by	J.S.	Bach	1727:	St	Matthew	Passion	composed	by	J.S.	Bach	1727:	Zadok	the	Priest	is	composed	by	Handel	for	the	coronation	of	George	II	of	Great	Britain.	It	has	been	performed	at	every	subsequent
British	coronation.	1733:	Hippolyte	et	Aricie,	first	opera	by	Jean-Philippe	Rameau	1741:	Goldberg	Variations	for	harpsichord	published	by	Bach	1742:	Messiah,	oratorio	by	Handel	premiered	in	Dublin	1749:	Mass	in	B	minor	by	J.S.	Bach	assembled	in	current	form	1751:	The	Art	of	Fugue	by	J.S.	Bach	1762:	Orfeo	ed	Euridice,	first	"reform	opera"	by	Gluck,
performed	in	Vienna	1786:	The	Marriage	of	Figaro,	opera	by	Mozart	1787:	Don	Giovanni,	opera	by	Mozart	1788:	Jupiter	Symphony	(Symphony	No.	41)	composed	by	Mozart	1791:	The	Magic	Flute,	opera	by	Mozart	1791–1795:	London	symphonies	by	Haydn	1798:	The	Pathétique,	piano	sonata	by	Beethoven	1798:	The	Creation,	oratorio	by	Haydn	first
performed	^	Volkov,	Sergey.	Concise	History	of	Imperial	Russia.	^	Rowe,	William	T.	China's	Last	Empire.	^	Anderson,	M.	S.	(1979).	Historians	and	Eighteenth-Century	Europe,	1715–1789.	Oxford	University	Press.	ISBN	978-0-19-822548-5.	OCLC	185538307.	^	Ribeiro,	Aileen	(2002).	Dress	in	Eighteenth-Century	Europe	1715–1789	(revised	ed.).	Yale
University	Press.	ISBN	978-0-300-09151-9.	OCLC	186413657.	^	Baines,	Paul	(2004).	The	Long	18th	Century.	London:	Arnold.	ISBN	978-0-340-81372-0.	^	Marshall,	P.	J.,	ed.	(2001).	The	Oxford	History	of	the	British	Empire:	Volume	II:	The	Eighteenth	Century	(Oxford	History	of	the	British	Empire).	Oxford	University	Press,	USA.	ISBN	978-0-19-924677-
9.	OCLC	174866045.,	"Introduction"	by	P.	J.	Marshall,	page	1	^	O'Gorman,	Frank	(1997).	The	Long	Eighteenth	Century:	British	Political	and	Social	History	1688–1832	(The	Arnold	History	of	Britain	Series).	A	Hodder	Arnold	Publication.	ISBN	978-0-340-56751-7.	OCLC	243883533.	^	a	b	Chandra,	Bipin.	Modern	India.	India.	^	Campbell,	John;	Watts,
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1990s	for	describing	adverse	events	in	cyberspace.	Even	though	the	three-decade	history	of	cyberwarfare	and	cyberterrorism,	academic	communities	could	not	agree	on	a	widely	accepted	definition	of	these	terms	and	draw	a	clear	line	between	the	two	types	of	cyber	events.	On	the	following	pages,	we	compare	the	competing	definitions	of	cyberwarfare
and	cyberterrorism,	their	differences	and	similarities,	and	some	recent	changes	as	a	result	of	the	2022	Russian	invasion	of	Ukraine.	Cyberwarfare	Thomas	Rid,	a	political	scientist,	relies	on	the	19th	Century	definition	of	conventional	war	for	defining	the	concept	of	cyberwar.	In	1832,	the	general	and	military	theorist	Carl	von	Clausewitz	wrote	that	any
aggressive	or	defensive	event	must	be	potentially	lethal,	instrumental,	and	political	in	nature	to	be	an	act	of	war.	Rid	argues	that	these	three	Clausewitz	attributes	also	apply	to	war-like	events	in	cyberspace.	Consequently,	Rid	points	out	that	cyberwar	has	never	taken	place	because	cyber-attacks	in	the	past	were	not	violent	or	lethal,	instrumental,	and
political	at	the	same	time.	He	suggests	that	the	more	appropriate	terminology	for	describing	offensive	cyber	events	is	subversion,	espionage,	and	sabotage.	In	2022,	however,	Rid	changes	his	previous	viewpoint	by	stating	that	an	invisible	cyberwar	is	happening	between	Russia	and	Ukraine	parallel	with	the	conventional	military	attack	in	the	physical
space.	Thomas	Rid	had	expressed	his	thoughts	on	cyberwar	in	a	full-length	book.	George	Lucas	shares	similar	views	with	Rid’s	2012	paper	by	stating	that	none	of	the	large-scale	cyber	events	from	the	past	(apartm	from	the	Stuxnet	incident)	can	be	classified	as	an	act	of	cyberwar.	Instead,	he	argues	that	events	like	the	2007	Estonian	DDoS	attacks,	the
2014	Sony	Pictures	hack,	and	the	2015	OPM	data	breach	can	be	attributed	to	crime,	vandalism,	vigilantism,	or	espionage	instead.	By	contrast,	John	Arquilla	et	al.	suggests	that	information-related	principles	can	be	applied	to	traditional	military	operations.	In	this	work,	the	authors	define	cyberwar	as	the	disruption	or	destruction	of	information	and
communication	systems	of	the	adversary.	In	other	words,	smart	weapons,	tactical	positioning	systems,	or	identification-friend-or-foe	(IFF)	systems	can	be	jammed	or	disabled	in	a	cyberwar	to	turn	the	balance	of	force	in	one’s	favour,	Arquilla	et	al.	argue.	Similarly,	John	Stone	asserts	that	cyberwar	does	exist	even	when	the	three	Clausewitz	criteria	of
war	do	not	apply.	For	example,	Stone	points	out	that	the	1943	US	air	raids	against	German	ball-bearing	factories	were	inarguably	acts	of	war	even	though	the	prime	targets	were	not	humans.	He	suggests	that	the	raid	would	merely	be	an	act	of	sabotage	per	Rid’s	2012	definition	of	cyberwar.	As	a	result,	Stone	concludes	that	cyber-attacks	can	be	acts	of
war	regardless	of	the	prime	target	of	violence.	The	Kugelfischer	plant	in	Schweinfurt,	Germany,	after	being	destroyed	by	American	bombers	in	the	devastating	raid.	As	opposed	to	academics,	governments	seem	to	take	a	more	pragmatic	approach	to	the	definition	of	cyberwar	and	its	potential	consequences.	In	2021,	President	Joe	Biden	expressed	that
state-sponsored	cyberattacks	could	escalate	to	“a	real	shooting	war”	with	the	United	States.	President	Biden	reaffirmed	his	position	in	2022	by	stating	if	Russia	launches	cyberattacks	on	US	companies	or	critical	infrastructure,	“we	are	prepared	to	respond”	–	presumably	with	counterattacks	in	cyberspace.	As	state-sponsored	cyberattacks	would
potentially	be	retaliated	with	conventional	military	action,	Biden’s	policy	elevates	cyberattacks	to	war-like	levels.	As	the	media	tend	to	use	the	term	‘cyberwar’	quite	liberally	for	describing	potential	and	actual	cyber-attacks,	conservative	sources	may	provide	a	better	definition	of	cyberwarfare.	For	instance,	the	Associated	Press	Stylebook	describe
adverse	events	as	‘cyberwar’	that	can	result	in	“significant	and	widespread	destruction”.	Similarly,	the	Cambridge	English	Dictionary	refers	to	cyber	warfare	as	“the	activity	of	using	the	internet	to	attack	a	country’s	computers	in	order	to	damage	things	such	as	communication	and	transport	systems	or	water	and	electricity	supplies”.	Lastly,	the	recent
2022	Russian	invasion	provides	a	handful	of	new	examples	of	cyberwar.	Rid	suggests	that	the	ViaSat	and	Ka-Sat	satellite	network	outages	on	the	first	day	of	the	Russian	invasion	were	acts	of	cyberwar.	As	the	satellite	network	subscribers	include	the	Ukrainian	armed	forces,	intelligence	services	and	the	police,	the	outage	hindered	critical
communication	channels	on	the	first	crucial	day	of	the	Russian	attack.	Even	though	the	cyberattacks	have	not	been	attributed	to	a	nation-state	yet,	Rid	concludes	that	“cyberwar	is	here”.	ViaSat	network	outage	around	the	start	of	the	Russian	invasion	of	Ukraine.	Cyberterrorism	In	one	of	the	first	mentions	of	cyberterrorism,	Kenneth	C.	White	compares
cyberterrorists	to	computer	hackers.	He	describes	hackers	as	“criminally	destructive	adventurers”,	while	cyberterrorists	are	“advanced	enemies	of	a	nation	state.”.	White	believes	hackers	and	cyberterrorists	are	both	involved	in	high-profile	computer	attacks	and	only	differ	in	their	motivations.	Dorothy	E.	Denning	provides	a	more	detailed	explanation	of
cyberterrorism	in	her	testimony,	in	which	she	states,	“cyberterrorism	is	the	convergence	of	terrorism	and	cyberspace”.	Denning	argues	that	the	goal	of	the	cyberterrorist	is	to	“coerce	a	government	or	its	people	in	furtherance	of	political	or	social	objectives”	by	launching	attacks	against	computers,	networks	and	stored	information.	A	cyberattack	should
generate	fear	or	violence	to	label	it	as	cyberterrorism.	The	2007	DDoS	attacks	against	Estonia	(a	cyberterrorist	act)	began	after	the	authorities	decided	to	move	a	Soviet	memorial	elsewhere.	Several	governmental	entities	have	also	made	attempts	to	define	cyberterrorism.	For	example,	the	FBI	describes	cyberterrorism	as	a	“premeditated,	politically
motivated	attack	against	information,	computer	systems,	computer	programs,	and	data	which	results	in	violence	against	non-combatant	targets	by	sub-national	groups	or	clandestine	agents.”.	Finally,	there	are	similarities	between	cyberwarfare	and	cyberterrorism	regarding	intent	and	effect.	However,	Australian	Army	officer,	Aaron	Wright,	points	out
two	cardinal	differences	between	the	two	concepts.	First,	cyber	incidents	(meant	to	spread	fear	and	uncertainty)	are	acts	of	cyberterrorism,	according	to	Wright.	Second,	war-like	events	are	also	acts	of	cyberterrorism	if	they	are	launched	by	an	unrecognised	state,	suggests	Wright.	For	example,	Russia’s	disinformation	warfare	against	the	West	should
be	classified	as	cyberterrorist	acts,	Wright	argues.	Conclusion	Cyberwarfare	is	a	nation-state	sponsored	attack	usually	supporting	conventional	military	actions.	The	2022	Russian	invasion	of	Ukraine	is	the	latest	culmination	of	the	war	efforts	in	cyberspace,	and	it	will	likely	shape	our	definition	of	cyberwarfare	and	its	role	in	the	future.	Cyberterrorism,
on	the	contrary,	“could	be	attacks	of	anyone	with	political	or	social	objectives”,	meaning	nation-states	need	not	sponsor	these	acts.	Although	fear	and	violence	distinguish	cyberterrorism	from	cyberwarfare,	they	share	similar	objectives	regarding	physical	damage,	harm,	and	injury	against	humans	and	property.	Images	courtesy	of	Defence	Jobs,	F-
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Institutes	of	Health.	Learn	more:	PMC	Disclaimer	|	PMC	Copyright	Notice	.	2024	Jan	15;10:e1772.	doi:	10.7717/peerj-cs.1772	An	act	of	cyberterrorism	involves	using	the	internet	and	other	forms	of	information	and	communication	technology	to	threaten	or	cause	bodily	harm	to	gain	political	or	ideological	power	through	threat	or	intimidation.	Data	theft,
data	manipulation,	and	disruption	of	essential	services	are	all	forms	of	cyberattacks.	As	digital	infrastructure	becomes	more	critical	and	entry	barriers	for	malicious	actors	decrease,	cyberterrorism	has	become	a	growing	concern.	Detecting,	responding,	and	preventing	this	crime	presents	unique	challenges	for	law	enforcement	and	governments,	which
require	a	multifaceted	approach.	Cyberterrorism	can	have	devastating	effects	on	a	wide	range	of	people	and	organizations.	A	country’s	reputation	and	stability	can	be	damaged,	financial	losses	can	occur,	and	in	some	cases,	even	lives	can	be	lost.	As	a	result	of	cyberattacks,	critical	infrastructure,	such	as	power	grids,	hospitals,	and	transportation
systems,	can	also	be	disrupted,	leading	to	widespread	disruptions	and	distress.	The	past	ten	years	have	seen	several	cyber-attacks	around	the	globe	including	WannaCry	attack	(2017),	Yahoo	data	breaches	(2013–2014),	OPM	data	breach	(2015),	SolarWinds	supply	chain	attack	(2020)	etc.	This	study	covers	some	of	the	cyberterrorism	events	that	have
happened	in	the	past	ten	years,	their	target	countries,	their	devastating	effects,	their	impacts	on	nation’s	economy,	political	instability,	and	measures	adopted	to	counter	them	over	the	passage	of	time.	Our	survey-based	research	on	cyberterrorism	will	complement	existing	literature	by	providing	valuable	empirical	data,	understanding	of	perceptions	and
awareness,	and	insights	into	targeted	populations.	It	can	contribute	to	the	development	of	better	measurement	tools,	strategies,	and	policies	for	countering	cyberterrorism.	Keywords:	Cyberterrorism,	Cyberattacks,	Networking,	Security,	Political	instability,	Nation’s	economy	Cyberterrorism	refers	to	the	utilization	of	internet,	information	mediums	and
communication	platforms	to	conduct	terrorist	attacks	or	to	promote	terrorist	causes.	These	attacks	can	take	many	forms,	such	as	disseminating	propaganda,	stealing	or	manipulation	of	data,	or	disrupting	critical	infrastructure.	It	is	also	possible	to	refer	to	it	as	an	act	of	unauthorized	attacks	and	threat-making	against	computers,	networks,	and	the	data
they	house	and	disseminate	(Theohary	&	Rollins,	2015).	To	achieve	a	political	or	social	goal,	this	is	done	through	intimidating	or	threatening	a	government	or	its	citizens.	High	intensity	cyberattacks	can	also	inflict	violence	against	persons	or	property,	or	at	the	very	least	enough	damage	to	inspire	fear.	Most	of	the	time,	cyberterrorism	can	result	in
death	or	physical	harm,	an	explosion,	a	plane	accident,	water	pollution,	or	a	major	economic	or	political	loss.	If	it	has	a	large	effect,	cyberterrorism	may	be	conducted	against	essential	infrastructure.	Attacks	that	interfere	with	unnecessary	services	or	are	merely	a	nuisance	do	not	need	to	be	reported.	Cyberterrorism	is	the	deliberate	use	of	cyber
capabilities,	often	by	non-state	actors,	with	the	primary	intention	of	causing	widespread	fear,	panic,	or	disruption	in	a	population,	government,	or	organization.	Acts	of	cyberterrorism	typically	involve	politically,	ideologically,	or	socially	motivated	attacks	that	target	critical	infrastructure,	result	in	significant	harm,	or	pose	a	grave	threat	to	national
security.	What	distinguishes	cyberterrorism	from	other	cyberattacks,	such	as	cybercrime	or	hacktivism,	is	the	explicit	intent	to	incite	terror	or	destabilize	societies,	often	in	pursuit	of	political	or	ideological	goals,	rather	than	purely	financial	gain	or	the	pursuit	of	social	or	ethical	objectives.	Cyberterrorism	seeks	to	create	fear,	chaos,	and	mistrust	on	a
larger	scale,	often	with	the	potential	for	real-world	harm	or	destruction.	This	idea	is	not	sufficiently	understood.	Recent	attempts	to	broaden	the	definition	of	cyberterrorism	to	encompass	hacktivism	and	the	use	of	the	Internet	by	terrorists	to	further	conventional	terrorism	is	primarily	to	blame	for	the	uncertainty	around	the	term.	The	biggest	online
threat	posed	by	a	non-state	terrorist	group	comes	from	their	capacity	to	use	the	Internet	for	purposes	other	than	cyber-terrorism,	such	as	fund-raising,	target	research,	and	supporter	recruitment.	Although	cyber-terrorism	may	arise	in	the	future,	online	crime,	hacktivism,	and	cyber-warfare	pose	more	immediate	threats	(Kenney,	2015).	A	striking
feature	of	our	understanding	of	cybercrime	is	the	variety	of	terms	used	to	describe	it.	Despite	the	wide	range	of	terminology	used,	there	is	one	common	thread	that	stands	out.	In	earlier	ways	of	thinking	about	misuse	of	information	technology,	this	was	called	‘crime	by	computer.’	Pre-Internet,	computers	were	the	primary	target	of	crime,	so	this	seemed
like	an	appropriate	name.	Even	though	networked	computing	became	widespread	in	the	1990s,	this	term	has	continued	to	be	used.	Until	2000,	it	was	the	most	used	term	for	crimes	related	to	information	technology.	Other	words,	such	as	e-crime,	online	crime,	digital	crime,	net	crime,	techno-crime,	Internet	crime,	or	even	hi-tech	crime,	have	all	been
used	at	various	points	in	time.	In	the	past,	the	phrase	used	to	characterize	the	crime	was	computer	crime.	Academic	literature	on	cybercrime	contains	two	times	as	many	references	to	this	term.	However,	by	2018,	the	situation	had	significantly	changed.	In	scholarly	sources	between	2001	and	2018,	there	were	twice	as	many	references	to	cybercrime	as
to	‘computer	crime’,	making	cybercrime	the	preferred	term	of	choice	(Kapto,	2013).	There	has	been	a	cybercrime	problem	for	more	than	three	decades	in	various	forms.	As	technology	has	become	more	widely	used	and	its	criminal	potential	has	become	more	widely	recognized,	some	forms	of	cyber-attack	reported	by	industry	seem	to	have	been
increasing	in	scale	and	breadth.	Public	awareness	has	also	increased,	as	has	recognition	by	governments,	businesses,	and	legal	systems.	It	has	been	difficult	to	accurately	measure	cyber-crime	scale	and	trends	(not	just	attacks),	or	assess	the	harms	and	impacts	caused	by	successful	attacks	(Furnell	&	Dowling,	2019).	Cyberwarfare	is	the	umbrella	word
for	attacks	on	and	defenses	against	computer	networks,	as	well	as	unique	technological	activities.	Cyberwarfare	is	the	term	used	to	describe	when	a	country	utilizes	digital	attacks,	such	as	computer	viruses	and	hacking,	to	damage,	kill,	and	destroy	another	country’s	critical	computer	systems.	In	the	future,	hackers	will	fight	alongside	traditional
weaponry	like	guns	and	missiles,	attacking	an	adversary’s	infrastructure	using	computer	code.	Cyberwarfare	has	emerged	as	a	regular	and	deadly	facet	of	international	conflict	in	a	world	still	filled	with	spies,	hackers,	and	top-secret	digital	weapons	programs.	However,	now	there	is	a	genuine	risk	of	situations	quickly	spiraling	out	of	control	due	to	the
continuous	weapons	competition	in	cyberwarfare	and	the	absence	of	defined	guidelines	governing	online	combat	(Ranger,	2018).	Cyberterrorism	is	a	growing	concern	because	of	the	increasing	reliance	on	information	technology	in	many	aspects	of	society	and	the	potential	for	significant	disruption	or	harm	caused	by	cyber-attacks.	It	had	a	significant
impact	globally	and	continues	to	threaten	the	various	aspects	of	a	nation’s	stability.	One	of	the	biggest	effects	of	cyberattacks	is	the	interruption	of	vital	infrastructure,	such	as	transportation	networks,	power	grids,	and	banking	networks.	Directed	attacks	on	these	systems	can	have	widespread	consequences	including	blackouts,	transportation	delays,
and	financial	losses	(Caplan,	2013).	In	addition,	cyberterrorism	has	been	used	to	spread	propaganda	and	manipulate	public	opinion,	as	well	as	to	steal	sensitive	information,	such	as	intellectual	property	or	personal	data.	The	fear	of	cyberterrorism	has	also	led	to	increased	spending	on	cybersecurity	measures	by	governments	and	private	companies.	The
world	has	been	affected	in	several	ways	by	the	act	of	cyber-attacks	including	infrastructural	damage,	monetary	crisis,	economic	crisis,	the	spread	of	propaganda	or	misinformation,	loss	of	sensitive	information,	and	privacy	invasion	etc.	Cyberterrorism	can	lead	to	significant	financial	losses	for	businesses	and	governments,	as	well	as	damage	to	a
country’s	reputation	and	economic	stability.	It	can	be	used	to	spread	propaganda	and	manipulate	public	opinion,	which	can	lead	to	social	and	political	instability.	Cyber-attacks	can	result	in	the	theft	of	sensitive	information,	such	as	intellectual	property	or	personal	data,	which	can	have	profound	consequences	for	individuals	and	organizations.	The	fear
of	getting	engaged	in	the	vicious	act	of	cyber-invasion	has	led	to	increased	spending	on	cybersecurity	measures	by	governments	and	private	companies.	Cyberattacks	can	result	in	the	loss	of	privacy,	as	personal	data	is	stolen	or	made	public	(Foltz,	2004).	Overall,	cyberterrorism	can	cause	significant	disruption	and	harm,	both	to	individuals	and	society.
This	survey	paper	is	intended	for	a	wide	range	of	audiences,	including	businesses,	companies,	government	bodies	and	individuals	to	get	a	varied	awareness	about	all	these	threats	to	them.	Our	survey-based	research	on	cyberterrorism	will	make	unique	contributions	to	the	existing	literature	in	several	ways.	It	will	provide	a	structured	means	of	collecting
empirical	data	on	various	aspects	of	cyberterrorism.	This	data	can	offer	insights	into	the	prevalence,	patterns,	and	motivations	of	cyberterrorist	activities,	which	may	not	be	as	readily	available	through	other	research	methods.	Moreover,	public	or	expert	perceptions	and	awareness	of	cyberterrorism	can	help	assess	how	different	groups	perceive	the
threat,	its	severity,	and	the	measures	they	believe	are	necessary	to	counter	it.	It	will	develop	and	refine	measurement	tools	and	metrics	specific	to	cyberterrorism.	This	can	lead	to	more	accurate	assessments	of	its	impact	and	effectiveness	in	different	contexts.	Researchers	can	target	specific	populations	or	groups,	such	as	cybersecurity	professionals,
government	officials,	or	the	public.	This	targeted	approach	can	provide	valuable	insights	into	the	views	and	experiences	of	these	groups	regarding	cyberterrorism.	They	can	also	conduct	comparative	analyses	by	collecting	data	from	multiple	sources	or	over	time.	This	can	help	track	changes	in	attitudes,	awareness,	and	perceptions	related	to
cyberterrorism.	This	research	can	reveal	vulnerabilities	and	preparedness	levels	among	organizations,	governments,	or	individuals.	This	information	can	be	crucial	for	developing	effective	strategies	to	counter	cyberterrorism.	In	addition	to	quantitative	data,	surveys	can	include	open-ended	questions,	which	provide	qualitative	insights	into	the	nuanced
perspectives	and	experiences	related	to	cyberterrorism.	These	results	can	inform	the	development	of	policy	recommendations	and	strategies	for	governments,	organizations,	and	other	stakeholders	in	their	efforts	to	prevent	and	respond	to	cyberterrorism.	In	Addition,	risk	assessment	can	be	done	by	examining	the	perceived	and	actual	risks	associated
with	cyberterrorism.	This	can	help	prioritize	resources	and	responses.	Finally,	public	opinion	can	be	revealed	on	issues	related	to	cyberterrorism,	which	can	influence	political	will	and	shape	government	policies	and	actions	in	response	to	the	threat.	Lack	of	comprehensive,	actual-world	case	studies	is	one	gap	in	the	cyberterrorism	literature	and	study,
currently	in	existence.	While	several	studies	have	examined	the	general	trends	and	patterns	of	cyberattacks,	in-depth	examination	of	occurrences	is	lacking.	This	makes	it	challenging	to	completely	comprehend	the	complexity	of	various	cyberattacks	and	the	unique	difficulties	that	governments	and	businesses	have	in	reacting	to	them.	The	inadequate
attention	paid	to	the	effects	of	cyberterrorism	is	another	flaw	in	the	literature	and	study	that	has	already	been	done.	Less	study	has	been	done	on	the	long-term	impacts	of	cyberattacks	on	people,	organizations,	and	society,	even	though	there	is	a	lot	of	literature	on	many	types	of	cyberattacks	that	have	been	conducted	and	the	countermeasures	that
have	been	used.	This	encompasses	the	effects	of	cyberterrorism	on	the	economy,	the	mind,	and	society.	It	is	critical	to	comprehend	these	effects	to	create	effective	defenses	and	evaluate	the	overall	effect	of	cyberattacks.	The	amount	of	research	on	the	countermeasures	used	by	nations	is	equally	limited,	necessitating	more	thorough	analyses	of	their
efficacy.	To	ensure	a	comprehensive	and	unbiased	analysis	of	the	topic	of	cyberterrorism,	the	literature	and	studies	used	in	this	paper	were	selected	from	a	variety	of	reputable	sources,	including	academic	journals,	government	reports,	and	news	articles.	The	sources	were	carefully	chosen	to	ensure	that	they	covered	a	wide	range	of	perspectives	and
viewpoints	on	the	topic.	Additionally,	the	literature	review	and	case	studies	were	selected	based	on	their	relevance	to	the	research	question	and	their	availability	of	detailed	information.	The	literature	review	was	performed	by	considering	studies	from	different	regions	(Middle	East,	East	Asia,	USA,	Russia,	France)	and	covering	different	periods	(last	10
to	15	years).	Furthermore,	an	effort	was	made	to	ensure	that	the	countermeasures	adopted	by	various	countries	were	evaluated	in	a	neutral	manner,	considering	the	effectiveness	of	the	measures	and	not	the	political	background	of	the	countries.	All	sources	were	critically	evaluated	to	ensure	that	they	were	credible	and	unbiased.	The	survey
methodology	used	in	this	paper	consisted	of	a	thorough	review	of	literature	on	the	topic	of	cyberterrorism	and	its	repercussions,	as	well	as	countermeasures	adopted	by	various	nations,	regions,	states,	and	countries.	The	literature	review	covered	a	range	of	sources,	including	academic	journals,	latest	survey	papers,	government	reports,	and	news
articles.	The	focus	of	the	literature	review	was	on	instances	of	cyberterrorism	that	have	occurred	in	the	Middle	East,	East	Asia,	USA,	Russia,	and	France	over	the	past	10-15	years.	The	literature	review	aimed	to	identify	the	key	trends	and	patterns	in	terms	of	the	types	of	cyberattacks	that	have	been	carried	out,	the	sectors	that	have	been	targeted,	and
the	repercussions	of	these	attacks.	In	addition	to	the	literature	review,	the	study	also	included	a	qualitative	analysis	of	case	studies	of	specific	cyberterrorism	incidents	that	have	occurred	in	the	mentioned	regions	and	around	the	globe.	The	studies,	papers,	articles,	and	other	sources	considered	for	this	article	were	selected	based	on	their	relevance	to
the	research	question	and	their	availability	of	detailed	information	and	were	analyzed	in	terms	of	the	types	of	attacks,	the	sectors	targeted,	the	repercussions,	and	the	countermeasures	that	were	adopted.	Finally,	the	study	also	included	a	review	of	the	countermeasures	adopted	by	various	countries	against	future	cyber-attacks.	The	review	of
countermeasures	looked	at	the	various	organizations,	sectors,	agencies,	strategies,	and	technologies	that	have	been	created,	developed,	and	implemented	by	countries	in	the	mentioned	regions	and	around	the	world	to	protect	against	cyberattacks.	The	review	aimed	to	identify	the	most	effective	countermeasures	and	to	identify	any	gaps	in	the	existing
strategies.	Overall,	the	survey	methodology	used	in	this	paper	aimed	to	provide	a	comprehensive	and	in-depth	understanding	of	the	topic	of	cyberterrorism,	its	repercussions,	and	the	countermeasures	adopted	by	various	countries.	The	combination	of	literature	review,	case	studies,	and	review	of	countermeasures	provided	a	holistic	view	of	the	topic,
highlighting	the	key	trends,	patterns,	and	gaps	in	the	existing	research.	Figure	1.	shows	some	of	the	methods	through	which	cyberterrorists	carry	out	the	vicious	act	of	cyberterrorism.	Some	of	the	common	methods	through	which	cyberterrorism	is	carried	out	include:	Malware:	Malicious	software,	such	as	viruses,	worms,	Trojans,	and	ransomware,	can
be	used	to	compromise	computer	systems	and	steal	sensitive	information,	disrupt	critical	infrastructure,	or	create	chaos.	Cyberterrorists	may	develop	or	deploy	malware	to	achieve	their	objectives.	Phishing:	Phishing	attacks	involve	the	use	of	deceptive	emails,	websites,	or	messages	to	trick	individuals	into	revealing	sensitive	information	like	login
credentials,	financial	details,	or	personal	data.	These	tactics	can	be	used	to	gather	intelligence	or	access	critical	systems.	Denial	of	Service	(DoS)	and	Distributed	Denial	of	Service	(DDoS)	attacks:	DoS	and	DDoS	attacks	involve	overwhelming	a	target’s	computer	systems	or	network	with	excessive	traffic,	causing	them	to	become	unavailable.
Cyberterrorists	may	use	these	attacks	to	disrupt	the	operation	of	critical	infrastructure	or	services.	Social	engineering:	Social	engineering	techniques	involve	manipulating	individuals	into	revealing	confidential	information	or	performing	actions	that	may	compromise	security.	Cyberterrorists	may	impersonate	trusted	individuals	or	entities	to	gain	access
to	sensitive	data	or	systems.	SQL	injection:	SQL	injection	attacks	target	vulnerabilities	in	web	applications	that	use	SQL	databases.	Cyberterrorists	can	exploit	these	vulnerabilities	to	access,	manipulate,	or	exfiltrate	data	from	databases,	potentially	causing	significant	damage.	Man-in-the-Middle	(MITM)	attacks:	MITM	attacks	intercept	and	alter
communications	between	two	parties,	often	without	their	knowledge.	Cyberterrorists	can	use	MITM	attacks	to	eavesdrop	on	sensitive	information,	manipulate	messages,	or	compromise	the	security	of	communication	channels.	Ransomware:	Ransomware	is	a	type	of	malware	that	encrypts	a	victim’s	data,	making	it	inaccessible	until	a	ransom	is	paid.
Cyberterrorists	may	deploy	ransomware	to	disrupt	critical	systems	or	extort	money	from	targeted	organizations.	Insider	threats:	Insider	threats	involve	individuals	within	an	organization	who	intentionally	or	unintentionally	aid	cyberterrorists	in	their	activities.	These	individuals	may	have	access	to	critical	information	or	systems.	Stuxnet-Like	attacks:
Stuxnet	is	a	famous	example	of	a	targeted	cyberattack	that	specifically	aimed	at	disrupting	industrial	control	systems,	such	as	those	used	in	nuclear	facilities.	Cyberterrorists	might	target	critical	infrastructure	systems	to	cause	physical	harm	or	destruction.	Zero-Day	exploits:	Cyberterrorists	may	employ	unknown	vulnerabilities	in	software	or	hardware
systems	known	as	zero-day	exploits	to	gain	unauthorized	access	or	control	over	systems.	These	vulnerabilities	are	typically	undisclosed	to	the	software	vendor	or	the	public.	Cyberterrorists	often	use	a	combination	of	these	methods	to	achieve	their	goals,	and	their	motivations	can	vary	widely,	including	political,	ideological,	financial,	or	simply	causing
chaos	and	disruption.	It	is	crucial	for	individuals,	organizations,	and	governments	to	implement	strong	cybersecurity	measures	to	defend	against	cyberterrorism	and	its	various	tactics.	The	selection	of	cyberterrorism	events	involves	a	multifaceted	approach	that	combines	methods	such	as	incident	reporting,	threat	intelligence,	attribution	analysis,	open-
source	information,	government	reports,	academic	studies,	international	collaboration,	legal	frameworks,	classification	tools,	expert	consultations,	historical	analysis,	and	government	threat	assessments.	These	methods	collectively	aid	in	identifying	and	categorizing	events	that	align	with	specific	criteria,	including	significance,	intent,	targeting,	and
impact.	However,	event	selection	may	entail	a	degree	of	subjectivity	and	interpretation,	depending	on	the	research	objectives	and	the	availability	of	data	and	resources.	The	selection	criteria	for	cyberterrorism	events	encompass	attributes	such	as	the	event’s	significance	in	terms	of	damage	or	threat,	clear	attribution	to	a	cyberterrorist	entity,	a	political
or	ideological	motive,	targeted	critical	infrastructure	or	national	security	interests,	specific	methodologies	like	malware	or	DDoS	attacks,	the	intent	to	cause	fear	or	panic,	coordinated	efforts	by	a	group,	the	scope	and	scale	of	impact,	geopolitical	context,	adherence	to	legal	definitions,	and	the	potential	for	interpreting	the	actors’	intent	based	on
available	evidence.	However,	the	selection	process	is	hindered	by	challenges	including	attribution	difficulties,	subjective	motive	interpretation,	underreporting,	discrepancies	in	event	classification,	the	evolving	nature	of	cyberterrorism	tactics,	and	potential	bias	or	political	influence.	Cyber-attacks	can	have	a	significant	impact	on	a	country’s	economy.
Some	of	the	ways	in	which	cyber-attacks	can	impact	a	country’s	economy	include	direct	financial	losses,	decreased	productivity,	increased	budget	for	installing	security	measures	against	invasion,	financial	theft,	and	damaged	reputation	in	front	of	the	entire	world.	Cyber-attacks	can	result	in	direct	financial	losses	for	businesses	and	governments,	as
well	as	damage	to	a	country’s	reputation	and	economic	stability.	These	invasions	can	disrupt	the	operation	of	businesses	and	organizations,	leading	to	decreased	productivity	and	lost	revenue.	Governments	and	businesses	may	need	to	spend	more	on	cybersecurity	measures	to	protect	themselves	from	future	attacks.	The	theft	of	sensitive	information,
such	as	intellectual	property	or	trade	secrets,	can	harm	a	country’s	economy	by	giving	competitors	an	advantage.	can	damage	a	country’s	reputation,	leading	to	a	loss	of	trust	and	confidence	in	its	businesses	and	institutions	(Hua	&	Bapna,	2013).	This	may	affect	the	nation’s	capacity	to	draw	foreign	investment	and	travelers.	In	general,	cyber-attacks
can	have	major	effects	on	a	nation’s	economy,	hence	it	is	crucial	for	governments	and	corporations	to	take	precautions	against	these	risks.	Most	significantly,	when	a	nation	is	a	victim	of	a	significant	cyberattack,	its	reputation	suffers,	which	causes	people	to	lose	faith	in	its	institutions	and	companies.	This	can	impact	the	country’s	ability	to	attract
investment,	which	is	an	important	source	of	revenue	for	many	countries.	There	have	been	several	instances	in	which	cyber-attacks	have	contributed	to	economic	crises.	In	2017,	the	NotPetya	ransomware	attack	(Fayi,	2018)	affected	businesses	and	government	agencies	in	Ukraine	and	other	countries,	leading	to	direct	financial	losses	and	decreased
productivity.	The	attack	was	estimated	to	have	cost	businesses	billions	of	dollars.	In	2017,	the	WannaCry	ransomware	attack	(Mohurle	&	Patil,	2017)	affected	businesses	and	government	agencies	in	more	than	150	countries,	leading	to	direct	financial	losses	and	decreased	productivity.	The	attack	was	estimated	to	have	cost	businesses	billions	of	dollars.
SolarWinds,	a	significant	supplier	of	IT	monitoring	software,	was	found	to	have	been	infiltrated	(Wolff,	Growley	&	Gruden,	2021)	in	2020,	allowing	a	group	of	hacker’s	access	to	the	networks	of	SolarWinds’	clients.	Numerous	companies	and	government	entities	in	the	US	and	worldwide	were	impacted	by	the	attack,	which	resulted	in	immediate	financial
losses	and	lost	productivity.	The	historical	nature	of	cybercrime	in	Pakistan	(Akram,	Mir	&	Rehman,	2023)	reveals	two	main	types	of	cyberattacks:	low-level	attacks	from	individual	Indian	hackers	and	attacks	from	both	local	and	international	hackers	seeking	financial	gains.	One	significant	incident	involved	the	hacking	of	Meezan	Bank,	resulting	in	the
exposure	of	69,189	card	details	for	sale	and	causing	approximately	$3.5	million	in	data	loss	for	the	bank.	Additionally,	K-electric	experienced	a	security	breach,	with	hackers	demanding	a	$3.5	million	ransom.	However,	the	ransom	doubled	to	$7	million	after	a	week,	but	K-electric	did	not	comply,	leading	to	the	leaked	online	sale	of	stolen	information,
including	sensitive	customer	data	such	as	names,	addresses,	CNIC,	and	bank	account	details.	Despite	the	severity	of	the	situation,	K-electric	did	not	pay	the	ransom	nor	take	sufficient	measures	to	improve	their	cybersecurity,	ultimately	resulting	in	the	hacker	leaking	8.5	GB	of	data.	These	incidents	highlight	the	urgent	need	for	better	cybersecurity
measures	in	Pakistan	to	protect	against	such	threats	and	safeguard	sensitive	information.	Cyberterrorism	can	also	have	a	significant	impact	on	politics	in	several	ways	including	disruption	of	elections,	spread	of	misinformation,	propaganda,	invasion	of	state	secrets	and	privacy	eruption.	Cyberattacks	on	election	systems	or	campaigns	can	sabotage	the
electoral	process	and	erode	public	trust	in	the	fairness	of	elections.	Cyber	terrorists	may	use	the	internet	and	social	media	to	spread	propaganda	and	manipulate	public	opinion,	which	can	influence	political	events	and	shape	public	policy.	Cyber-attacks	on	communication	systems,	such	as	email	or	phone	networks,	can	hinder	the	ability	of	political
leaders	and	organizations	to	communicate	with	each	other	and	with	the	public.	Cyber-attacks	that	result	in	the	loss	of	privacy	can	undermine	trust	in	political	leaders	and	institutions	(Weimann,	2005).	Overall,	cyberterrorism	can	have	profound	consequences	for	the	political	landscape	of	a	country	and	can	contribute	to	social	and	political	instability.	If
the	purpose	of	attackers	is	to	disrupt	elections,	attacks	on	voting	systems	or	infrastructure	can	disrupt	the	voting	process	and	prevent	people	from	casting	their	ballots.	The	culprits	may	spread	misinformation	or	propaganda	through	social	media	and	other	online	platforms	to	influence	the	outcome	of	elections.	Attacks	on	political	campaigns	can	disrupt
campaign	operations	and	compromise	sensitive	campaign	data.	Invasion	of	election	systems	or	campaigns	can	undermine	trust	in	the	electoral	process	and	lead	to	a	loss	of	confidence	in	the	integrity	of	elections.	Cyber	terrorists	may	use	the	internet	and	social	media	to	spread	propaganda	and	manipulate	public	opinion,	which	can	lead	to	social	and
political	instability	and	potentially	the	collapse	of	a	government	(Golase,	2022).	They	can	result	in	the	loss	of	privacy	or	sensitive	information	thus	undermining	trust	in	a	government	and	can	potentially	lead	to	its	collapse.	It	is	difficult	to	say	with	certainty	whether	any	government	has	fallen	solely	because	of	cyberterrorism,	as	most	major	events	have
multiple	causes.	However,	there	have	been	several	instances	in	which	cyber-attacks	have	played	a	role	in	social	and	political	instability	and	the	downfall	of	governments.	In	2011	(Rahimi,	2011),	a	series	of	protests	and	uprisings	swept	across	the	Middle	East	and	North	Africa,	leading	to	the	overthrow	of	several	governments.	The	use	of	social	media	to
organize	and	disseminate	information	played	a	significant	role	in	the	Arab	Spring,	and	some	experts	believe	that	cyber-attacks	on	government	communication	systems	may	have	contributed	to	the	instability.	During	the	2016	US	presidential	election	(Berghel,	2017),	Russian	hackers	were	found	to	have	targeted	the	campaign	of	Hillary	Clinton	and
hacked	the	email	accounts	of	Democratic	Party	officials,	leading	to	the	release	of	sensitive	information	through	WikiLeaks.	Some	experts	believe	that	these	attacks	may	have	influenced	the	outcome	of	the	election.	In	2020	(Voltz,	2021),	it	was	discovered	that	a	group	of	hackers	had	compromised	the	software	of	SolarWinds,	a	major	provider	of	IT
management	software,	to	gain	access	to	the	networks	of	SolarWinds’	customers.	The	attack	affected	several	government	agencies	in	the	United	States,	leading	to	concerns	about	the	integrity	of	the	US	government’s	systems	and	the	potential	for	further	damage.	The	concept	of	cyberterrorism	can	be	traced	back	to	the	1990s	(Baldassarre,	2023a),	when
the	rise	of	the	Internet	and	discussions	on	the	“information	society”	raised	concerns	about	potential	risks	for	the	highly	networked	US.	This	notion	of	cyberterrorism	evoked	psychological	fear,	combining	apprehension	of	random	violence	with	distrust	of	computer	technology.	After	the	9/11	attacks,	cyberterrorism	gained	prominence	in	security	and
terrorism	discourse,	and	debates	over	national	security	attracted	political	actors	with	broader	agendas.	The	media	played	a	role	in	sensationalizing	cyberterrorism,	leading	to	misuses	of	the	term	and	overblown	reactions	to	incidents,	which	muddled	the	understanding	of	the	actual	threat	posed	by	cyberterrorism.	The	post-9/11	era	(Bastug,	Onat	&
Guler,	2023)	saw	an	emergence	of	a	lucrative	industry	dedicated	to	countering	cyberterrorism,	with	think	tanks,	experts,	and	private	companies	actively	addressing	the	issue.	Government	investment	and	public	concern	heightened,	with	warnings	from	high-level	officials	and	media	coverage	further	fueling	anxiety.	However,	this	climate	of	heightened
attention	has	led	to	instances	of	labeling	hacking	and	cybercrimes	as	“cyberterrorism”	without	a	precise	definition.	To	better	grasp	the	true	danger	of	cyberterrorism,	it	is	essential	to	define	the	term	accurately	and	distinguish	between	actual	threats	and	broader	concerns	about	cybersecurity.	In	summary,	the	concept	of	cyberterrorism	emerged	in	the
1990s,	evoking	psychological	fear	and	becoming	a	focal	point	after	the	9/11	attacks.	The	subsequent	years	witnessed	both	political	and	economic	investments	in	countering	cyberterrorism,	along	with	media	sensationalism	that	muddled	the	understanding	of	the	actual	threat.	A	clear	and	precise	definition	is	crucial	to	differentiate	genuine	cyberterrorism
incidents	from	cybersecurity	concerns.	Cyberterrorism	has	recently	had	a	significant	negative	impact	on	the	Middle	East.	A	variety	of	cyberattacks	have	been	launched	against	the	area,	including	assaults	on	vital	infrastructure,	the	dissemination	of	propaganda	on	social	media	and	other	online	platforms,	and	the	interruption	of	communication	networks.
In	addition,	the	region	has	also	been	the	source	of	several	cyber-attacks,	with	a	few	state-sponsored	hacking	groups	operating	in	the	region	(Venkatachary,	Prasad	&	Samikannu,	2018).	The	impact	of	these	attacks	has	been	significant,	causing	disruption	and	harm	to	individuals	and	societies	in	the	region.	The	impact	of	cyber-attacks	has	been	varying
depending	on	a	few	factors	as	well	the	location	and	infrastructure	of	countries.	However,	some	countries	in	the	the	Middle	East	region	have	been	the	target	of	many	cyber-attacks	and	have	experienced	significant	disruption	as	a	result.	Iran	(Rudner,	2013)	has	been	the	subject	of	several	cyberattacks,	including	the	Stuxnet	worm	that	disrupted	the
nation’s	nuclear	program	and	the	Shamoon	malware	that	erased	data	from	tens	of	thousands	of	computers	at	Saudi	Arabia’s	Aramco	and	Qatar’s	RasGas.	Several	cyberattacks	have	also	targeted	Saudi	Arabia	(Elnaim,	2013),	notably	the	Shamoon	virus	and	the	“Cutting	Sword	of	Justice”	breach,	which	were	directed	at	the	nation’s	infrastructure	to
produce	natural	gas	and	oil.	Tens	of	thousands	of	computers	at	the	Qatari	natural	gas	business	RasGas	and	the	Saudi	Arabian	oil	major	Aramco	had	their	data	destroyed	by	the	Shamoon	malware.	The	attack	was	believed	to	have	been	carried	out	by	Iranian	hackers	while	a	group	calling	itself	the	“Cutting	Sword	of	Justice”	hacked	into	the	computer
systems	of	Saudi	Arabian	oil	and	natural	gas	company	Saudi	Aramco	and	released	sensitive	data	online.	The	group	claimed	to	be	protesting	Saudi	Arabia’s	foreign	policy	and	human	rights	record.	The	United	Arab	Emirates	has	also	been	the	target	of	several	cyber-attacks,	including	the	“Hack	the	UAE”	campaign	(Shires,	2020),	which	targeted
government	websites,	and	the	“Sea	Turtle”	campaign,	which	targeted	several	organizations	in	the	country.	In	2017,	it	was	discovered	that	a	group	of	hackers	known	as	“Sea	Turtle”	had	been	conducting	cyber	espionage	campaigns	against	several	organizations	in	the	UAE	and	other	countries	in	the	Middle	East.	The	group	was	believed	to	be	state
sponsored	(Neagu	&	Savu,	2019).	In	2017,	the	UAE	was	targeted	by	the	advanced	persistent	threat	group	belonging	to	DarkHotel,	which	was	believed	to	be	operating	out	of	North	Korea.	The	group	targeted	a	few	organizations	in	the	UAE	with	malware	(Alrawi	et	al.,	2021).	On	29	December	2022,	a	hacker	downloaded	private	code	repositories	using
limited	swiped	employee	tokens,	however	neither	Slack’s	main	codebase	nor	any	client	data	were	contained	in	the	repositories.	Slack	is	one	of	the	most	popular	workplace	communication	applications	as	a	result.	The	hack	may	have	been	carried	out	by	an	external	threat	actor,	as	the	owning	authority	said	there	was	no	impact	on	its	code	or	service	as
they	immediately	invalidated	those	stolen	tokens	and	that	the	unauthorized	access	did	not	stem	from	a	weakness	intrinsic	to	the	business.	On	December	4th,	2023,	a	data	gathering	sale	including	more	than	200	million	Twitter	profiles	began.	A	59	GB	RAR	bundle	containing	the	stolen	material	was	made	public.	The	scrapers	utilizing	earlier	data
collections	were	able	to	compromise	the	vulnerable	API.	Microsoft	Azure	services	were	susceptible	to	server-side	request	forgery	(SSRF)	attacks	on	January	17,	2023,	due	to	four	vulnerabilities.	Azure	Functions,	Azure	Machine	Learning,	and	Azure	Digital	Twins	were	among	the	services	offered.	If	these	SSRF	flaws	had	gone	unpatched,	they	might	have
had	a	big	effect	on	Microsoft	Azure	Services.	These	vulnerabilities	were	mitigated	because	of	Microsoft’s	quick	response,	which	was	done	before	they	could	do	any	significant	harm	(Onat	et	al.,	2022).	Eastern	Asia	is	one	of	those	regions	that	have	been	heavily	affected	by	Cyberterrorism.	As	a	result	of	inter-regional	and	intra-regional	competition,	the
prominent	countries	of	East	Asia	have	been	indulged	in	a	few	cyber-attacks.	There	have	been	several	cyber-attacks	on	China	in	recent	years.	A	wave	of	cyberattacks	known	as	“Titan	Rain”	in	the	middle	of	the	2000s	attacked	various	American	government	and	military	institutions	(Taddeo,	2017)	as	well	as	businesses	in	a	few	other	nations.	The	attacks
were	believed	to	have	been	carried	out	by	hackers	based	in	China.	In	2009,	it	was	discovered	that	a	group	of	hackers	had	compromised	the	computer	systems	of	a	few	organizations	in	China,	including	government	agencies	and	embassies.	The	group,	known	as	“GhostNet”	was	believed	to	be	based	in	China	(Ghose	et	al.,	2019).	It	was	uncovered	in	2015
that	China	has	been	launching	massive	denial-of-service	assaults	against	websites	in	other	nations	using	a	device	known	as	the	“Great	Cannon”.	It	was	thought	that	the	attacks	were	a	retaliation	for	criticism	of	China’s	human	rights	record.	Overall,	these	examples	show	that	China	has	been	the	target	as	well	as	the	base	for	a	few	cyber-attacks.	Japan	has
also	been	the	target	of	cyber	warfare	over	the	passage	of	years.	Several	Japanese	websites,	including	the	government	website,	were	subjected	to	a	series	of	denial-of-service	assaults	in	2014	by	a	gang	of	hackers	going	by	the	name	of	“Lizard	Squad”	(Lunsford	&	Boahn,	2015).	In	2015,	a	group	of	hackers	launched	the	“OpJapan”	campaign,	targeting
several	Japanese	websites	and	organizations.	The	organization	asserted	that	they	were	in	opposition	to	Japan’s	participation	in	the	Trans-Pacific	Partnership	trade	deal.	In	2017,	the	“WannaCry”	ransomware	attack	affected	businesses	and	government	agencies	in	more	than	150	countries,	including	Japan.	The	attack	was	estimated	to	have	cost
businesses	billions	of	dollars	(Chow,	Yau	&	Li,	2015).	Korea	has	had	some	instances	of	its	own	when	it	comes	to	falling	under	the	radar	of	cyberterrorism.	In	2013,	a	series	of	cyber-attacks	known	as	“Dark	Seoul”	targeted	the	computer	systems	of	banks	and	media	organizations	in	South	Korea	(Marpaung	&	Lee,	2013).	The	attacks	were	believed	to	be
the	work	of	North	Korean	hackers.	The	Sony	Pictures	Entertainment	computer	systems	were	breached	in	2014	(Afful-Dadzie	et	al.,	2016),	which	resulted	in	the	disclosure	of	confidential	information	and	the	postponement	of	the	release	of	the	film	“The	Interview,”	which	was	critical	of	North	Korean	leader	Kim	Jong-un.	The	incident	was	attributed	to
North	Korea	by	the	US	authorities.	In	2017,	the	“WannaCry”	ransomware	attack	(Kao	&	Hsiao,	2018)	affected	businesses	and	government	agencies	in	more	than	150	countries,	including	South	Korea.	The	attack	was	estimated	to	have	cost	businesses	billions	of	dollars.	Some	prominent	instances	of	cyberterrorism	in	Hong	Kong	include	the	“GhostNet”
attacks,	Operation	Aurora,	and	Tibetan	Sun.	In	2009,	it	was	discovered	that	a	group	of	hackers	had	compromised	the	computer	systems	of	several	organizations	in	Hong	Kong,	including	government	agencies	and	embassies.	The	group,	known	as	“GhostNet,”	was	believed	to	be	based	in	China.	In	2010,	a	series	of	cyber-attacks	known	as	“Operation
Aurora”	(Kim,	Kim	&	Park,	2014)	targeted	several	companies	in	Hong	Kong	and	other	countries,	including	Google.	The	attacks	were	believed	to	be	the	work	of	hackers	based	in	China.	In	2018,	it	was	discovered	that	a	group	of	hackers	had	compromised	the	computer	systems	of	the	Tibetan	government-in-exile	and	other	Tibetan	organizations.	The
group,	known	as	“Tibetan	Sun,”	was	believed	to	be	based	in	China	(McVey,	2015).	Therefore,	it	can	be	observed	that	just	like	the	Middle	East,	East	Asia	has	also	been	the	victim	of	many	cyberterrorisms	acts	over	the	years	and	these	threats	continue	to	rise	in	the	future	as	well.	As	this	study	discussed	in	the	previous	sections	about	the	role	and	impact	of
cyberterrorism	on	Middle	East	and	East	Asia,	the	rest	of	the	world	has	also	fallen	prey	to	this	vicious	act	many	a	times	that	makes	cyberterrorism	a	global	massacre.	USA,	one	the	strongest	economic	and	defense	states	fell	victim	to	cyber-invasion	on	several	occasions.	In	1998,	a	hacker	named	“Lozano”	launched	a	series	of	cyber-attacks	on	several	US
government	websites,	including	the	websites	of	the	Department	of	Defense	and	the	US	Air	Force.	In	1999,	a	series	of	cyber-attacks	known	as	“Moonlight	Maze”	targeted	several	US	government	agencies,	as	well	as	universities	and	research	institutions.	The	attacks	were	believed	to	be	the	work	of	Russian	hackers	(Dawson,	2015).	In	2016,	Russian
hackers	were	found	to	have	targeted	the	campaign	of	Hillary	Clinton	and	hacked	the	email	accounts	of	Democratic	Party	officials,	leading	to	the	release	of	sensitive	information	through	WikiLeaks	(Nakashima,	2016).	Some	experts	believe	that	these	attacks	may	have	influenced	the	outcome	of	the	election.	In	2020,	it	was	discovered	that	a	group	of
hackers	had	compromised	the	software	of	SolarWinds,	a	major	provider	of	IT	management	software,	to	gain	access	to	the	networks	of	SolarWinds’	customers.	The	attack	affected	several	government	agencies	in	the	United	States,	leading	to	concerns	about	the	integrity	of	the	US	government’s	systems	and	the	potential	for	further	damage.	The	United
Kingdom	has	had	its	share	of	numerous	cyber	incidents.	In	2007,	a	series	of	cyber-attacks	targeted	the	computer	systems	of	Estonian	government	agencies,	banks,	and	media	outlets.	The	attacks	were	believed	to	be	the	work	of	Russian	hackers.	In	2012,	a	group	of	hackers	known	as	“Darkleech”	targeted	the	websites	of	a	few	UK	businesses,	including
the	Daily	Mail	and	the	BBC.	The	group	was	believed	to	be	based	in	Russia	(Radhakrishnan,	Menon	&	Nath,	2019).	In	2018,	the	UK	government	accused	Russia	of	carrying	out	a	cyber-attack	on	the	country’s	foreign	office	and	other	government	agencies.	Russia	has	been	always	in	the	news	whenever	any	incident	of	cyberterrorism	is	reported	anywhere
in	the	world.	The	reason	for	this	is	the	involvement	of	Russian	hackers	and	terrorists	behind	some	of	the	major	cyber-attacks	that	have	happened	around	the	globe.	Russian	hackers	were	thought	to	have	carried	both	the	Moonlight	Maze	assaults	in	1999	and	the	Estonia	cyberattacks	in	2007.	In	2018,	the	UK	government	accused	Russia	of	carrying	out	a
cyber-attack	on	the	country’s	foreign	office	and	other	government	agencies	(Lam,	2018).	Australia	has	also	been	dealing	with	this	act	along	with	other	nations.	In	2018,	the	Australian	Cyber	Security	Centre	was	targeted	by	a	cyber-attack.	The	attack	was	believed	to	be	the	work	of	a	foreign	state-sponsored	group.	In	2015,	a	group	of	hackers	launched
the	“OpAustralia”	campaign,	targeting	several	Australian	websites	and	organizations.	The	group	claimed	to	be	protesting	the	Australian	government’s	proposed	data	retention	laws	(Hardy	&	Williams,	2014).	Some	of	the	vulnerabilities	were	discovered	and	patched	relatively	quickly,	while	others	remained	unpatched	for	a	longer	period,	leaving	systems
and	devices	at	risk.	Zero	Day	was	a	Chrome	browser	zero-day	vulnerability.	It	was	found	in	2022	and	gave	hackers	the	ability	to	run	arbitrary	code	on	a	user’s	computer	by	tricking	them	into	visiting	a	malicious	website.	Although	the	flaw	was	fixed	in	a	subsequent	version	of	Chrome,	many	users	remained	at	risk	until	they	updated.	Peeking	from	the
conclusions	and	instances	discussed	in	the	previous	sections,	it	can	be	deduced	that	Cyberterrorism	is	a	global	problem	for	several	reasons.	First,	the	internet	is	a	global	network	that	allows	hackers	to	target	individuals	and	organizations	around	the	world.	This	means	that	cyber-attacks	can	have	a	global	impact,	even	if	they	are	launched	from	an
individual	location.	Second,	the	global	nature	of	the	internet	makes	it	difficult	to	track	the	origins	of	cyber-attacks.	Hackers	can	use	a	variety	of	techniques	to	obscure	their	identity	and	location,	making	it	difficult	to	identify	the	perpetrators	of	cyber-attacks	and	hold	them	accountable.	The	increasing	reliance	on	the	internet	and	digital	technologies	has



made	businesses	and	governments	around	the	world	more	vulnerable	to	cyber-attacks.	As	increasingly	critical	systems	and	infrastructure	are	connected	to	the	internet,	the	potential	for	harm	from	cyber-attacks	increases.	Overall,	the	global	nature	of	the	internet	and	the	increasing	reliance	on	digital	technologies	make	cyberterrorism	a	global	problem
that	requires	international	cooperation	to	be	addressed.	As	it	intersects	with	various	value	systems	in	various	nations,	combating	cyberterrorism	presents	a	challenging	problem.	One	country’s	definition	of	cyberterrorism	may	differ	from	another’s	definition	of	resistance	or	war.	Based	on	geopolitical	factors,	historical	conflicts,	and	ideological
differences,	different	contexts	are	understood	differently	by	cyberterrorism	(Tehrani,	Manap	&	Taji,	2013).	For	instance,	in	the	ongoing	conflict	in	Ukraine,	a	cyberterrorist	aiming	for	the	United	States	might	be	viewed	as	a	soldier	defending	their	interests	in	Russia.	It	is	challenging	to	develop	a	consistent,	global	strategy	for	addressing	cyberterrorism
because	of	the	various	perspectives	and	interpretations	of	this	problem.	Additionally,	there	are	significant	difficulties	in	combating	cyberterrorism	related	to	cross-border	enforcement.	Because	cyberspace	has	no	borders,	cyberterrorists	can	operate	from	one	country	while	carrying	out	attacks	in	another.	The	speed	and	anonymity	offered	by	the	digital
world	are	difficult	for	traditional	legal	systems	and	jurisdictional	boundaries	to	keep	up	with.	To	identify,	investigate,	and	prosecute	cyberterrorists,	international	cooperation	becomes	crucial.	However,	ineffective	cross-border	enforcement	efforts	are	hampered	by	disparities	in	legal	systems,	political	unrest,	and	contrasting	priorities.	To	effectively
combat	cyberterrorism	and	hold	perpetrators	accountable,	it	is	essential	to	close	these	gaps	and	build	strong	international	partnerships.	The	section	below	provides	an	overview	of	some	of	the	cyberattacks	that	happened	in	recent	years	across	the	globe.	Figure	2	gives	a	quick	look	of	these	cyberattacks.	Code	Red	and	Nimda	Worms	(2001):	Code	Red
and	Nimda	were	two	significant	worms	that	targeted	Microsoft	IIS	web	servers	in	2001.	Code	Red	exploited	a	vulnerability	to	deface	websites,	while	Nimda	was	a	multi-vector	worm	that	spread	through	various	means,	causing	widespread	disruptions	(Sharma,	2011).	MyDoom	(2004):	MyDoom	was	a	widespread	email-based	worm	that	carried	a	payload
designed	to	launch	DDoS	attacks	against	various	websites.	It	was	one	of	the	fastest-spreading	worms	at	the	time	(Chau,	2007).	Sasser	Worm	(2004):	Sasser	was	a	computer	worm	that	exploited	a	vulnerability	in	Windows	operating	systems.	It	caused	widespread	infections	and	system	instability	(Labir,	2004).	Stuxnet	(2010):	Stuxnet	was	a	highly
sophisticated	worm	designed	to	target	industrial	control	systems,	particularly	those	used	in	Iran’s	nuclear	facilities.	It	was	the	first	known	worm	specifically	developed	for	cyber-espionage	and	sabotage.	The	primary	target	was	Iran’s	nuclear	program,	with	a	specific	focus	on	centrifuge	controls.	It	caused	physical	damage	to	Iran’s	nuclear	infrastructure
and	demonstrated	the	potential	for	cyberterrorism	to	have	real-world,	destructive	consequences.	It	marked	a	significant	shift	in	the	landscape	of	cyber	threats	(Collins	&	McCombie,	2012).	Yahoo	data	breaches	(2013	and	2014):	Yahoo	experienced	two	massive	data	breaches	that	exposed	the	personal	information	of	billions	of	users.	The	breaches	were
disclosed	years	later,	leading	to	significant	consequences	for	the	company	(Whitler	&	Farris,	2017).	Sony	pictures	hack	(2014):	Sony	Pictures	Entertainment	was	the	target	of	a	cyberattack	by	a	group	calling	themselves	the	“Guardians	of	Peace.”	The	attack	resulted	in	the	leakage	of	sensitive	corporate	data	and	unreleased	films,	causing	significant
damage	to	the	company.	The	primary	target	was	Sony	Pictures	Entertainment.	The	attack	had	severe	consequences	for	the	company,	including	financial	losses,	reputational	damage,	and	legal	implications.	It	also	raised	concerns	about	the	impact	of	cyberterrorism	on	the	entertainment	industry	(Ismail,	2017).	WannaCry	ransomware	(2017):	WannaCry
was	a	global	ransomware	attack	that	exploited	a	Windows	vulnerability.	It	infected	hundreds	of	thousands	of	computers	in	over	150	countries,	encrypting	data	and	demanding	a	ransom	for	decryption	(Mohurle	&	Patil,	2017).	NotPetya	(2017):	NotPetya	was	a	destructive	ransomware	attack	that	initially	masqueraded	as	a	ransomware	campaign	but	had
a	much	broader	impact.	It	exploited	a	vulnerability	in	a	tax	software	widely	used	in	Ukraine,	spreading	through	software	updates	to	organizations	around	the	world.	It	primarily	targeted	Ukraine,	affecting	government	agencies,	financial	institutions,	and	critical	infrastructure.	However,	it	quickly	spread	globally,	impacting	companies	like	Maersk,	FedEx,
and	Merck.	The	attack	caused	widespread	disruption	and	financial	losses,	particularly	for	affected	multinational	companies.	It	also	raised	concerns	about	the	potential	for	cyberterrorism	to	cause	physical	harm,	given	its	impact	on	critical	infrastructure	(Fayi,	2018).	Equifax	data	breach	(2017):	Equifax,	one	of	the	major	credit	reporting	agencies	in	the
United	States,	suffered	a	massive	data	breach	that	exposed	the	personal	information	of	millions	of	individuals.	It	had	significant	implications	for	affected	individuals’	financial	security	(Primoff	&	Kess,	2017).	SolarWinds	supply	chain	attack	(2020):	A	sophisticated	supply	chain	attack	compromised	SolarWinds’	software	update	mechanism,	allowing
attackers	to	distribute	malware	to	thousands	of	SolarWinds	customers.	The	primary	targets	were	US	government	agencies,	including	the	Department	of	Homeland	Security	and	the	Pentagon,	as	well	as	private	sector	organizations.	The	attack	exposed	sensitive	government	and	corporate	data,	raising	concerns	about	the	potential	for	cyberterrorism	to
compromise	national	security	and	critical	infrastructure.	It	prompted	a	significant	cybersecurity	response	and	diplomatic	efforts	(Wolff,	Growley	&	Gruden,	2021).	Colonial	Pipeline	ransomware	(2021):	Colonial	Pipeline,	a	major	US	fuel	pipeline	operator,	was	targeted	by	a	ransomware	attack.	DarkSide,	a	cybercriminal	group,	was	responsible	for	the
attack,	which	involved	encrypting	the	company’s	systems	and	demanding	a	ransom	for	decryption.	The	attack	directly	affected	Colonial	Pipeline,	disrupting	fuel	supplies	along	the	East	Coast	of	the	United	States.	The	attack	led	to	fuel	shortages,	panic	buying,	and	significant	economic	disruption.	Colonial	Pipeline	paid	a	substantial	ransom	to	regain
control	of	its	systems	(Dudley	&	Golden,	2021;	Leu	et	al.,	2023).	These	are	just	a	few	examples	of	recent	high-profile	cyberattacks	and	data	breaches.	Cybersecurity	threats	continue	to	evolve,	and	organizations	and	governments	are	constantly	working	to	enhance	their	security	measures	to	defend	against	these	and	future	attacks.	It’s	important	to	stay
informed	about	cybersecurity	developments	and	best	practices	to	protect	against	such	threats.	The	attribution	and	prosecution	of	cyberterrorism	incidents	pose	several	challenges,	primarily	due	to	the	anonymous	and	cross-border	nature	of	cyber	activities.	For	example,	cyberterrorists	often	operate	under	pseudonyms	or	with	a	high	degree	of
anonymity,	making	it	challenging	to	identify	the	actual	individuals	or	groups	responsible	for	the	attacks.	Malicious	actors	can	deliberately	mislead	investigators	by	attributing	their	attacks	to	others,	complicating	accurate	attribution.	Cyberterrorism	incidents	can	span	multiple	countries,	which	raises	jurisdictional	issues	and	complexities	in	coordinating
international	investigations	and	prosecutions.	Cyberterrorists	may	compromise	and	use	the	infrastructure	of	third-party	entities,	making	it	difficult	to	trace	the	source	of	the	attack	back	to	the	actual	perpetrators.	Advanced	Persistent	Threats	(APTs)	groups	maintain	persistent	access	to	systems	and	cover	their	tracks,	making	detection	and	attribution
more	challenging.	The	use	of	encryption	and	anonymization	tools	can	obfuscate	communications	and	hide	the	origin	of	attacks.	Some	cyberterrorism	incidents	may	be	linked	to	nation-states,	which	can	complicate	the	attribution	process	due	to	diplomatic	and	geopolitical	considerations.	In	some	cases,	countries	may	be	reluctant	to	share	evidence	or
collaborate	in	cyberterrorism	investigations,	hindering	the	attribution	process.	The	political	implications	of	attributing	cyberterrorism	to	specific	state	or	non-state	actors	can	affect	the	willingness	to	prosecute	or	take	punitive	actions.	Developing	and	maintaining	strong	digital	forensics	capabilities	is	essential	for	attribution,	but	not	all	countries	or
organizations	have	the	required	expertise	and	resources.	Balancing	the	need	for	effective	cybersecurity	with	privacy	and	civil	liberties	concerns	can	be	challenging,	especially	in	cases	involving	surveillance	and	data	collection.	Meeting	the	legal	burden	of	proof	in	court,	especially	when	attributing	an	attack	to	specific	individuals	or	groups,	can	be
demanding	and	may	require	substantial	evidence.	Despite	these	challenges,	efforts	are	ongoing	to	improve	attribution	and	prosecution	of	cyberterrorism	incidents.	This	includes	enhancing	international	cooperation,	sharing	threat	intelligence,	developing	more	sophisticated	forensic	techniques,	and	strengthening	cybersecurity	laws	and	regulations.
Addressing	these	challenges	is	crucial	for	deterring	cyberterrorist	activities	and	holding	malicious	actors	accountable	(Tehrani,	Manap	&	Taji,	2013).	The	consequences	of	a	cyber-attack	can	be	severe,	so	it	is	important	to	take	measures	to	fight	cyberterrorism	since	cyberattacks	can	have	severe	consequences.	There	is	a	potential	of	economic	loss,
damage	to	a	country’s	reputation	and	stability,	and	even	the	loss	of	life	due	to	cyberterrorism.	There	can	also	be	widespread	disruptions	and	chaos	when	critical	infrastructure,	such	as	power	grids	and	hospitals,	are	disrupted.	The	security	and	reliability	of	technology	can	also	be	undermined	by	cyberattacks,	making	people	uncertain	about	the	security
and	reliability	of	their	systems	(Leu	et	al.,	2023).	Taking	preventative	measures	and	mitigating	the	potential	consequences	of	a	cyberattack	are	two	of	the	most	important	measures	individuals	and	organizations	can	take	to	reduce	their	risks	of	being	victimized	by	a	cyberattack.	Here	we	will	discuss	the	preventive	measures	in	the	form	of	sections.
Security	of	networks	and	systems	is	a	critical	component	of	protecting	yourself	from	cyberterrorism.	Cyberattacks	are	often	directed	at	networks	and	systems	to	gain	access	to	sensitive	information	or	disrupt	operations,	which	is	often	the	goal	of	cyberattacks.	Organizations	can	reduce	the	risk	of	these	types	of	attacks	by	implementing	effective	security
measures	and	reducing	the	consequences	of	these	attacks	by	implementing	these	measures.	Security	of	networks	and	systems	can	only	be	achieved	by	combining	technical	controls,	such	as	firewalls	and	antivirus	software,	with	non-technical	controls,	such	as	employee	training	and	incident	response	plans.	Technical	controls	assist	in	preventing
unauthorized	access	to	networks	and	systems,	whilst	non-technical	controls	serve	to	guarantee	that	staff	are	aware	of	the	importance	of	cybersecurity	and	are	informed	of	what	to	do	in	the	case	of	an	attack	(Leu	et	al.,	2023).	To	ensure	that	their	security	measures	remain	effective	against	the	changing	threats	landscape,	it	is	imperative	that
organizations	regularly	review	and	update	their	security	measures.	The	measures	taken	to	address	these	vulnerabilities	may	include	implementing	innovative	technology,	such	as	intrusion	detection	systems	and	network	monitoring	tools,	and	conducting	regular	security	assessments	to	identify	and	address	potential	vulnerabilities.	It	is	also	important	for
organizations	to	have	a	plan	in	place	for	responding	to	a	cyberattack,	which	should	include	identifying	key	personnel	and	establishing	clear	channels	of	communication	in	the	event	of	a	cyberattack.	There	are	several	network	and	system	security	measures	(Klein,	2015)	that	can	be	adopted	to	prevent	cyberterrorism	such	as,	ensuring	the	use	of	strong,
unique	passwords	and	enabling	two-factor	authentication,	keeping	all	the	software	and	security	system	up	to	date	with	latest	security	patches,	using	authenticated	and	strict	firewalls,	implementing	intrusion	systems	that	may	alert	administration	of	the	potential	breach,	utilizing	a	trusted	antivirus	software,	conducting	regular	security	assessments	to
identify	network	and	system	vulnerabilities,	implementing	access	control	mechanisms	to	limit	the	access	of	unauthorized	users	towards	sensitive	data,	having	a	plan	in	place	in	case	of	a	cyber-attack,	making	sure	that	employees	are	educated	about	cybersecurity	best	practices,	such	as	not	sharing	passwords	and	not	clicking	on	suspicious	links	etc.
Global	legal	systems	have	been	significantly	impacted	by	cyberterrorism.	The	exploitation	of	information	and	communications	technologies	(ICT)	by	terrorists,	especially	the	Internet	and	new	technologies	that	allow	for	anonymous	communication,	is	a	growing	worry.	An	all-encompassing	cybersecurity	strategy	is	being	developed	by	the	UN	Office	of
Counterterrorism.	While	some	nations	have	passed	national	anti-cyberterrorism	legislation	(e.g.,	Kenya’s	Section	33	of	the	Computer	Misuse	and	Cybercrimes	Act	of	2018	and	Pakistan’s	Section	10	of	the	Prevention	of	Electronic	Crimes	Act	of	2016),	cyberterrorism	is	not	expressly	forbidden	by	international	law.	The	concept	of	cyberterrorism	has
permeated	China’s	expansive	national	security	agenda,	which	aims	to	thoroughly	manage,	regulate,	securitize,	and	monitor	its	cyber	sovereignty,	as	demonstrated	by	Chinese	legislation,	policies,	and	judicial	practice.	This	indicates	that	China	has	adopted	a	comprehensive	strategy	to	manage	and	govern	its	cyberspace	to	safeguard	its	interests	in
national	security	(Khater,	2023).	Cyberterrorism	has	a	wide	range	of	effects	on	the	US	legal	system,	including	those	on	the	criminal	justice	system,	national	security,	the	economy,	and	civil	liberties.	The	threat	that	cyberterrorism	poses	to	conventional	investigation	techniques	is	one	of	the	most	important	effects	it	has	on	the	US	legal	system.	It	can	be
challenging	to	identify	and	apprehend	those	responsible	for	cyberattacks	since	they	frequently	come	from	people	or	organizations	spread	throughout	the	globe.	The	investigation	and	prosecution	process	are	further	complicated	by	the	fact	that	cyberattacks	can	be	launched	from	any	location	with	an	internet	connection.	As	a	result,	the	legal	system	has
had	to	create	fresh	approaches	to	investigating	and	trying	cases	of	cyberterrorism.	To	prevent	cyberterrorism,	the	United	States	has	implemented	a	few	legal	measures	and	laws.	For	instance,	the	Computer	Fraud	and	Abuse	Act	(CFAA)	of	1986	makes	several	computer-related	offences,	like	hacking	and	unauthorized	access	to	computer	systems,	illegal.
Following	the	9/11	attacks,	Congress	passed	the	Patriot	Act,	which	increased	government	surveillance	capabilities	and	permitted	the	gathering	of	electronic	communications	data	(Wei,	2022).	To	address	cybersecurity	and	cybercrime,	Russia	has	implemented	several	laws.	The	“Yarovaya	Law,”	which	mandates	communication	carriers	to	preserve	user
data	for	up	to	three	years	and	give	the	FSB	access	to	this	data,	was	passed	by	the	State	Duma	(Russia’s	lower	house	of	parliament)	in	2016.	The	law’s	opponents	claim	that	it	infringes	users’	privacy	and	gives	the	government	excessive	authority	to	track	and	regulate	online	activities.	Russia	has	also	entered	into	alliances	and	agreements	of	cooperation
with	other	nations.	To	increase	cooperation	in	avoiding	cyberattacks	and	fostering	the	development	of	global	norms	and	regulations	in	cyberspace,	Russia	and	China	issued	a	joint	statement	on	cooperation	in	the	field	of	international	information	security	in	2020.	Cyberterrorism	has	been	criminalized	internationally	through	a	variety	of	legal	means,
including	legislative,	regulatory,	and	law	enforcement	activities.	The	creation	of	international	legal	frameworks	that	offer	direction	on	the	prevention	and	prosecution	of	cybercrimes	has	been	a	significant	undertaking.	As	an	illustration,	the	Council	of	Europe	Convention	on	Cybercrime,	adopted	in	2001,	offers	a	framework	for	harmonizing	national
legislation	on	cybercrime	and	promotes	international	collaboration	in	the	prevention	and	prosecution	of	cybercrime.	many	nations	have	created	their	own	laws	and	rules.	The	CFAA	and	the	Patriot	Act,	for	instance,	give	the	US	government	the	legal	authority	to	investigate	and	prosecute	cybercrimes,	and	the	NIST	has	created	a	framework	for	enhancing
the	cybersecurity	of	critical	infrastructure	(Baldassarre,	2023).	Given	that	cyberattacks	frequently	come	from	outside	national	borders,	international	collaboration	is	also	essential	in	the	fight	against	cyberterrorism.	To	encourage	data	exchange	and	collaborative	research,	many	nations	have	formed	alliances	and	agreements.	For	instance,	to	encourage
cooperation	on	cybersecurity	and	cybercrime	issues,	the	US	and	the	UK	joined	the	US-UK	Cybersecurity	Dialogue.	In	conclusion,	a	variety	of	international	legal	measures	have	been	taken	to	combat	cyberterrorism,	including	the	creation	of	international	legal	frameworks,	the	development	of	national	legislation	and	regulations,	the	establishment	of
specialized	units	to	combat	cybercrime,	and	the	encouragement	of	global	cooperation	and	partnerships.	It	is	expected	that	nations	will	continue	to	develop	and	adapt	legal	measures	and	policies	to	handle	this	expanding	threat	as	cyberterrorism	develops.	Figure	3.	shows	some	of	the	mainstream	countermeasures	that	a	state	must	adopt	to	face	off	the
cyberterrorism	challenge.	These	countermeasures	can	enhance	a	state’s	cybersecurity	posture	and	help	protect	against	cyber	threats.	Here	is	a	more	detailed	breakdown	of	each	countermeasure:	Education	and	awareness:	Promoting	cybersecurity	education	and	awareness	among	the	public,	government	employees,	and	critical	infrastructure	operators
is	essential	to	ensure	that	individuals	and	organizations	are	aware	of	potential	threats	and	how	to	mitigate	them.	Robust	cyber	defense:	Developing	and	maintaining	strong	cybersecurity	measures,	including	firewalls,	intrusion	detection	systems,	and	antivirus	software,	is	crucial	to	prevent	and	respond	to	cyberattacks	effectively.	International
cooperation:	Collaboration	with	other	countries	and	international	organizations	is	essential	to	share	threat	intelligence,	investigate	cyber	incidents,	and	develop	a	coordinated	global	response	to	cyberterrorism.	Research	and	development:	Investment	in	cybersecurity	research	and	development	is	necessary	to	stay	ahead	of	emerging	threats	and	develop
innovative	technologies	and	strategies	to	protect	against	cyberterrorism.	Cyber	incident	response:	Establishing	a	well-defined	incident	response	plan	helps	in	effectively	managing	and	mitigating	the	impact	of	cyber	incidents	when	they	occur.	Strong	legal	framework:	Implementing	and	enforcing	cybersecurity	laws	and	regulations	provides	a	legal	basis
for	prosecuting	cybercriminals	and	deterring	malicious	actors.	International	agreements	and	norms:	Participating	in	and	promoting	international	agreements,	norms,	and	treaties	related	to	cyberspace	can	help	establish	rules	of	behavior	and	cooperation	in	the	digital	domain.	Continuous	monitoring	and	intelligence:	Continuous	monitoring	of	networks
and	systems,	along	with	intelligence	gathering	and	analysis,	allows	for	early	detection	of	cyber	threats	and	better	decision-making	in	response	to	those	threats.	Collaboration	with	the	private	sector:	Collaboration	with	private	sector	organizations,	which	often	own	and	operate	critical	infrastructure,	is	vital.	Public–private	partnerships	can	improve
information	sharing	and	enhance	cybersecurity	measures.	By	implementing	these	countermeasures,	states	can	significantly	improve	their	resilience	against	cyberterrorism	and	other	cyber	threats.	It	is	important	to	adapt	and	evolve	these	measures	to	address	the	evolving	nature	of	cyber	threats	and	to	stay	proactive	in	safeguarding	national	security
and	critical	infrastructure.	The	economic,	social,	and	political	consequences	of	cyberattacks,	including	cyberterrorism,	are	far-reaching	and	profound:	Cyberattacks	resulted	in	significant	financial	losses	for	affected	organizations	due	to	theft,	fraud,	or	business	disruption	with	substantial	recovery	costs,	including	cybersecurity	investments.	When
customer	data	is	compromised,	or	services	are	disrupted,	businesses	may	experience	reputational	damage	that	can	lead	to	a	loss	of	customer	trust	and	reduced	revenue.	Rising	cyber	insurance	premiums	and	deductibles	have	burdened	businesses,	impacting	their	operational	costs.	Cyberattacks	on	critical	infrastructure	have	disrupted	supply	chains,
affecting	production,	delivery,	and	the	overall	economy.	Data	breaches	have	led	to	the	exposure	of	sensitive	personal	information,	eroding	individuals’	privacy	and	potentially	leading	to	identity	theft	or	fraud.	The	fear	and	anxiety	generated	by	cyberterrorism	attacks	have	a	psychological	impact	on	individuals	and	society,	eroding	feelings	of	security	and
trust.	In	some	cases,	particularly	when	critical	services	are	disrupted,	social	unrest	has	occurred	as	people	became	frustrated	with	the	inability	to	access	essential	services.	Cyberattacks	on	government	institutions,	defense	systems,	or	critical	infrastructure	posed	a	significant	national	security	threat,	potentially	compromising	a	nation’s	ability	to	defend
itself.	State-sponsored	cyberattacks	or	cyber	espionage	escalated	international	tensions	and	strained	diplomatic	relations	between	countries.	High-profile	cyberattacks	have	led	to	policy	changes,	new	regulations,	and	increased	government	involvement	in	cybersecurity,	which	has	affected	businesses	and	individuals.	Failures	to	protect	against
cyberattacks	eroded	public	trust	in	government	and	its	ability	to	ensure	national	security	and	infrastructure	resilience.	The	threat	must	be	countered	no	matter	how	critical	it	is.	Therefore,	with	the	ever-growing	threat	of	cyberterrorism,	various	global	policies	and	countermeasures	have	been	put	in	place.	As	part	of	China’s	efforts	to	counter	the	threat
of	cyberterrorism	within	its	borders,	there	have	been	several	steps	taken	(Yagya	&	Ashurova,	2023).	As	part	of	the	State	Council’s	cybersecurity	plan	released	last	year,	the	country	outlined	measures	to	strengthen	the	country’s	cyber	defenses,	such	as	improving	the	country’s	ability	to	detect	and	respond	to	cyber	threats	as	well	as	enhancing	critical
infrastructure	protection	from	cyber-attacks.	To	protect	itself	against	cyberattacks,	China	has	implemented	several	technical	measures	in	addition	to	these	efforts.	To	secure	networks	and	systems,	firewalls,	intrusion	detection	systems,	and	other	technologies	are	used.	China	has	also	passed	a	few	cybersecurity	rules	and	laws,	such	as	the	People’s
Republic	of	China’s	Cyber	Security	Law,	which	took	effect	in	2017.	This	law’s	goals	are	to	safeguard	the	confidential	information	of	the	nation’s	residents,	as	well	as	the	key	infrastructure	of	the	federal	government	and	the	nation’s	overall	cybersecurity.	Additionally,	China	has	established	several	cybersecurity	agencies	and	organizations	for	the	purpose
of	coordinating	efforts	to	combat	cyber	threats.	The	National	Computer	Network	Emergency	Response	Technical	Team	Coordination	Center	(CNCERT),	which	coordinates	the	response	to	cyber	emergencies,	and	the	Cyberspace	Administration	of	China,	which	oversees	managing	the	nation’s	cybersecurity	policy,	are	two	of	the	organizations	in	charge	of
doing	so.	Several	agencies	and	organizations	within	the	United	States	have	been	charged	with	addressing	the	threat	of	cyberterrorism	and	protecting	against	cyberattacks	to	counter	it.	Among	the	responsibilities	of	the	Department	of	Homeland	Security	(DHS)	is	the	protection	of	the	nation’s	critical	infrastructure	against	cyber	threats,	as	well	as	the
coordination	of	efforts	to	combat	cyberattacks.	Information	sharing	and	incident	response	are	handled	by	the	National	Cyber	Security	and	Communications	Integration	Center	(NCCIC),	a	division	of	the	DHS.	Investigations	and	prosecutions	of	cybercrimes,	including	cyberterrorism,	are	the	responsibility	of	the	Federal	Bureau	of	Investigation	(FBI)	(Qi,
Shao	&	Zheng,	2018).	To	protect	military	systems	and	networks	from	cyberattacks,	the	Department	of	Defense	(DOD)	has	implemented	a	few	cybersecurity	initiatives.	Several	laws	and	regulations	have	also	been	implemented	by	the	United	States	to	address	cybersecurity.	Among	them	are	the	Cybersecurity	Act	of	2015	(Cunningham,	2021;	Tran,	2016)
and	the	Cybersecurity	and	Infrastructure	Security	Agency	Act	of	2018.	They	establish	a	framework	for	sharing	information	and	responding	to	incidents,	as	well	as	strengthening	critical	infrastructure’s	cybersecurity.	Russia’s	Federal	Security	Service	(FSB)	is	responsible	for	investigating	and	prosecuting	cybercrimes,	as	well	as	protecting	against	cyber
threats.	Russia’s	Federal	Protective	Service	(FSO)	protects	the	government’s	communications	and	information	systems	from	cyberattacks	(Fischer,	2017).	The	Federal	Service	for	Technical	and	Export	Control	(FSTEC),	which	oversees	cybersecurity,	regulates	Russia’s	key	infrastructure	industries.	Russia	has	enacted	a	few	laws	and	regulations	that
address	cybersecurity,	in	addition	to	the	Federal	Law	on	Information,	Information	Technologies,	and	the	Protection	of	Information.	Also,	it	describes	how	government	agencies	and	companies	should	respond	to	cyber	threats	and	how	personal	information	should	be	secured.	[Cyber]	risks	are	described	in	detail.	Saudi	Arabia	has	established	National
Cyber	Security	Center	(NCSC)	responsible	for	coordinating	efforts	to	protect	against	cyber	threats	and	promoting	cybersecurity	in	Saudi	Arabia	(Hindocha,	2020).	Under	the	National	Cybersecurity	Authority	(NCA),	cybersecurity	measures	are	implemented	in	the	country	and	regulations	are	complied	with.	Among	other	things,	Saudi	Arabia	has	a
cybercrime	law	that	criminalizes	cyberterrorism	as	well.	Individuals	and	organizations	involved	in	cybercrimes	can	be	investigated	and	prosecuted	under	this	law.	The	Saudi	Arabian	National	Cybersecurity	Regulations	and	the	Saudi	Arabian	National	Cybersecurity	Strategy	address	cybersecurity.	The	regulations	aim	to	strengthen	the	cybersecurity	of
critical	infrastructure	and	establish	a	framework	for	sharing	information	and	responding	to	incidents.	Two	of	the	institutions	and	organizations	that	have	been	formed	by	Saudi	Arabia	to	combat	the	effects	of	cybercrime	are	the	Saudi	Arabian	Monetary	Authority	(SAMA)	and	the	Saudi	Arabian	General	Investment	Authority	(SAGIA),
respectively	(Alshammari	&	Singh,	2018;	Alzubaidi,	2021).	UAE’s	National	Electronic	Security	Authority	(NESA)	oversees	cybersecurity	measures	and	protects	the	nation	from	cyber	threats	(Al	Mazari	et	al.,	2018;	Younies	&	Na,	2020).	Several	cyber	security	agencies	and	organizations	have	been	established	to	address	cyber	threats,	including	the
National	Crisis	and	Disaster	Management	Authority	(NCEMA)	and	National	Computer	Emergency	Response	Team	(aeCERT)	(Grzegorzewski,	2020).	In	Iran,	the	National	Cyberspace	Center	(NCC)	is	responsible	for	coordinating	efforts	to	protect	against	cyber	threats	and	promote	cybersecurity	(Makarova,	2021).	Several	cybersecurity	agencies	and
organizations	have	been	established	in	Iran	to	coordinate	efforts	to	address	cyber	threats,	such	as	the	Center	for	Strategic	Studies	on	Cyberspace	(CSSC)	and	the	National	Computer	Emergency	Response	Team	(MAHER)	(Solgi,	Khodaverdi	&	Poustinchi,	2022).	Similarly,	countries	like	France	(Vitel	&	Bliddal,	2015),	Turkey	(Atalay	&	Sanci,	2015),
Germany	(Lapotnikova,	2019),	England	(Loveday,	2018),	Japan	(Christou	&	Nitta,	2018),	Hong	Kong	(Chang,	2020),	Korea	(Park,	2021),	Belgium	(Chang,	2020),	Malaysia	(Chang,	2020),	Indonesia,	India	(Chang,	2020),	Pakistan	(Munir	&	Gondal,	2017),	and	other	countries	around	the	globe	have	their	own	dedicated	Agencies	and	institutions	that
specifically	look	for	any	kind	of	intrusion	or	invasion	from	an	external	source	and	look	to	counter	it	on	the	spot.	Furthermore,	all	the	nations	have	their	own	set	of	rules,	mechanisms,	laws,	and	procedures	to	prevent	any	kind	of	inter-regional	or	intraregional	cyberterrorism	activity.	These	preventive	measures	help	in	reduction	of	cyberterrorism	up	to	a
massive	extent	it	but,	with	the	passage	of	time,	the	technology	is	getting	advanced,	and	attackers	are	finding	innovative	ways	of	breaching	into	the	security.	That	is	why	it	is	essential	to	keep	monitoring	the	effects	of	latest	cyber-attacks	and	proposed	countermeasures	against	them.	Table	S1	shows	an	overview	of	some	of	the	literature	works	that
covered	the	concept,	worldwide	causes	and	countermeasures	of	cyberterrorism	that	we	have	discussed	in	the	previous	sections.	The	evolving	nature	of	cyberterrorism	is	marked	by	ever-changing	tactics,	new	attack	vectors,	and	shifting	motivations.	Current	trends,	emerging	threats,	and	potential	future	scenarios	highlight	the	need	for	continuous
vigilance	and	adaptation	in	the	realm	of	cyberterrorism.	Nation-states	are	increasingly	involved	in	cyberterrorism,	using	advanced	tools	and	techniques	to	further	their	political	and	geopolitical	goals.	These	state-sponsored	cyberterrorist	acts	could	include	attacks	on	critical	infrastructure,	espionage,	and	disruption	of	services.	The	convergence	of	cyber
and	physical	domains	opens	the	door	to	more	destructive	cyberterrorist	attacks.	Future	scenarios	may	involve	targeted	attacks	on	Industrial	Control	Systems	(ICS)	and	Internet	of	Things	(IoT)	devices,	potentially	causing	real-world	harm	and	physical	destruction.	Cyberterrorist	groups	are	adopting	Advanced	Persistent	Threats	(APT)-like	tactics,
techniques,	and	procedures	to	maintain	long-term	access	to	systems	and	stealthily	conduct	espionage	or	disruptive	activities.	Cyberterrorism	increasingly	involves	information	warfare,	disinformation	campaigns,	and	intellectual	property	theft.	Future	scenarios	may	see	the	use	of	deepfake	technologies	to	manipulate	information	and	sow	confusion.	The
threat	from	insiders	who	have	access	to	critical	systems	and	sensitive	data	remains	a	significant	concern.	Insiders	can	facilitate	cyberterrorism	efforts	or	engage	in	malicious	acts	on	their	own.	Ransomware	attacks	may	become	more	destructive,	with	cyberterrorist	groups	employing	encryption	methods	and	demanding	larger	ransoms.	Critical
infrastructure	could	be	targeted,	causing	widespread	disruption	and	potential	loss	of	life.	As	technologies	like	5G,	quantum	computing,	and	AI	continue	to	advance,	cyberterrorists	will	exploit	these	developments	to	launch	more	sophisticated	and	hard-to-detect	attacks.	The	globalization	of	cyberterrorism	means	that	groups	can	launch	attacks	from
anywhere	in	the	world,	making	it	challenging	to	attribute	and	counter	their	actions.	The	motives	behind	cyberterrorism	may	continue	to	diversify,	including	ideological,	political,	financial,	and	even	environmental	factors.	Future	scenarios	may	see	eco-terrorism	involving	cyberattacks	on	energy	infrastructure.	Cyberterrorism	may	extend	beyond	national
borders	into	the	realm	of	international	conflict,	with	attacks	serving	as	a	tool	in	broader	geopolitical	disputes	(Lim,	0000;	Sharma,	2023;	Brooks,	2023;	Kaspersky,	2023).	Addressing	these	evolving	threats	requires	a	forward-looking	perspective,	focusing	on	robust	cybersecurity	measures,	information	sharing,	international	cooperation,	the	development
of	effective	response	strategies,	and	ongoing	investment	in	cybersecurity	research	and	development.	Furthermore,	public	awareness	and	preparedness	are	crucial	elements	in	mitigating	the	evolving	nature	of	cyberterrorism	and	its	potential	consequences.	Enhancing	cybersecurity	and	countering	cyberterrorism	effectively	requires	a	comprehensive
approach	that	involves	governments	and	organizations.	Governments	should	establish	a	national	cybersecurity	strategy	that	outlines	clear	objectives,	roles,	and	responsibilities.	To	strengthen	their	legal	frameworks,	they	should	enact	and	enforce	strong	cybersecurity	laws	and	regulations	to	hold	malicious	actors	accountable.	Additionally,
cyberterrorism-related	offenses	should	be	defined	and	classified.	They	should	implement	protective	measures	for	critical	infrastructure,	such	as	energy,	transportation,	and	healthcare	systems	and	conduct	regular	security	assessments	and	audits.	Moreover,	governments	should	collaborate	with	other	countries	to	share	threat	intelligence,	investigate
cross-border	cybercrime	and	participate	in	international	agreements	and	norms	to	promote	responsible	behavior	in	cyberspace.	Similarly,	they	should	work	closely	with	the	private	sector	to	improve	information	sharing,	develop	best	practices,	and	enhance	collective	defense.	Meanwhile,	they	should	invest	in	cybersecurity	education	and	training
programs	to	address	the	shortage	of	skilled	cybersecurity	professionals	and	promote	cybersecurity	awareness	and	best	practices	among	the	public.	They	should	establish	national	incident	response	teams,	conduct	regular	drills	to	prepare	for	cyber	incidents	and	develop	a	clear	chain	of	command	for	incident	response.	Finally,	sharing	of	advanced	threat
intelligence	among	government	agencies,	private	organizations,	and	international	partners	should	be	encouraged.	As	far	as	organizations	are	concerned,	they	should	educate	employees	about	cybersecurity	best	practices,	such	as	strong	password	management,	recognizing	phishing	attempts	and	implement	regular	security	awareness	training	programs.
Then,	they	should	implement	strong	access	control	mechanisms,	grant	employees	the	least	privilege	necessary	for	their	roles,	monitor	and	audit	user	activities,	enable	multi-factor	authentication	(MFA)	for	all	critical	systems	and	applications	to	enhance	authentication	security.	Additionally,	they	should	maintain	up-to-date	software,	apply	security
patches	promptly	to	address	vulnerabilities,	create	a	patch	management	process	to	ensure	timely	updates	and	segment	networks	to	limit	lateral	movement	for	attackers	and	contain	potential	breaches.	Moreover,	Security	Information	and	Event	Management	(SIEM)	solutions	should	be	developed	to	monitor	and	analyze	network	activity	for	early	threat
detection	and	incident	response.	Cyber	insurance	policies	should	be	purchased	to	mitigate	financial	risks	associated	with	cyber	incidents.	Data	encryption	and	backup	techniques	should	be	used	to	encrypt	sensitive	data	at	rest	and	in	transit	and	to	regularly	back	up	data	and	ensure	that	backup	systems	are	secure	and	accessible.	Finally,	organizations
should	assess	and	monitor	the	cybersecurity	posture	of	third-party	vendors	and	suppliers	who	have	access	to	your	systems	or	data.	For	that	develop	and	test	an	incident	response	plan	that	includes	steps	for	containment,	eradication,	and	recovery	(IETF,	2007;	ISO,	2009).	By	following	these	policy	recommendations	and	implementing	these	practical
steps,	governments	and	organizations	can	significantly	enhance	their	cybersecurity	and	resilience	against	cyberterrorism	and	other	cyber	threats.	A	proactive	and	collaborative	approach	is	crucial	in	the	ever-evolving	landscape	of	cyberspace.	Legal	and	ethical	considerations	surrounding	cyberterrorism	are	critical	in	addressing	the	complex	challenges
posed	by	acts	of	cyberterrorism.	The	international	legal	framework	and	national	laws	and	regulations	play	a	central	role	in	defining,	prosecuting,	and	preventing	cyberterrorism.	For	example,	the	United	Nations	(UN)	has	been	at	the	forefront	of	addressing	cyberterrorism	through	its	General	Assembly	resolutions,	which	encourage	member	states	to
cooperate	and	develop	norms	for	responsible	state	behavior	in	cyberspace	(Henderson,	2021).	The	Tallinn	Manual,	a	non-binding	document	developed	by	experts,	provides	interpretations	of	existing	international	law	applicable	to	cyberspace,	offering	guidance	on	the	legal	framework	surrounding	cyber	operations	(Pipyros	et	al.,	2018).	The	Budapest
Convention	on	Cybercrime,	also	known	as	the	Council	of	Europe	Convention	on	Cybercrime,	is	a	multilateral	treaty	aimed	at	harmonizing	laws	and	enhancing	international	cooperation	in	combating	cybercrime,	which	includes	provisions	related	to	cyberterrorism	(Wicki-Birchler,	2020).	Many	countries	have	established	specific	laws	and	regulations
related	to	cyberterrorism,	outlining	offenses,	penalties,	and	prosecutorial	authorities.	These	laws	vary	from	one	jurisdiction	to	another,	but	common	elements	include	defining	cyberterrorism-related	offenses,	such	as	hacking,	data	breaches,	or	DDoS	attacks,	and	specifying	punishments.	Laws	often	address	issues	related	to	jurisdiction,	attribution,	and
extradition,	as	cyberterrorism	can	involve	actors	and	activities	across	borders.	Determining	the	intent	and	attribution	in	cyberterrorism	cases	can	be	challenging,	as	it	requires	clear	evidence	to	establish	motive	and	identify	the	responsible	actors.	Balancing	security	and	civil	liberties,	including	privacy	and	freedom	of	expression,	is	an	ongoing	ethical
concern.	Measures	taken	to	counter	cyberterrorism	must	be	proportionate	and	respectful	of	individual	rights.	Prosecution	of	cyberterrorists	involves	legal	processes	that	need	to	account	for	digital	evidence,	chain	of	custody,	and	international	cooperation.	Ensuring	accountability	for	state-sponsored	cyberterrorism	can	be	complex,	as	it	may	involve
diplomatic	negotiations,	international	law,	and	political	considerations.	Preventing	cyberterrorism	involves	addressing	root	causes	and	vulnerabilities,	such	as	improving	cybersecurity,	countering	radicalization,	and	promoting	international	cooperation	to	deter	malicious	actors.	Upholding	human	rights	is	essential	in	the	context	of	cybersecurity	and
countering	cyberterrorism,	as	overly	broad	or	invasive	measures	can	infringe	on	individual	freedoms.	In	summary,	the	legal	and	ethical	considerations	surrounding	cyberterrorism	involve	a	complex	interplay	of	international	legal	frameworks,	national	laws,	and	ethical	dilemmas.	The	pursuit	of	a	balance	between	security	and	individual	rights,	as	well	as
the	development	of	effective	legal	mechanisms	for	prosecution	and	prevention,	remains	a	challenge	in	addressing	the	evolving	nature	of	cyberterrorism	(Tehrani,	2017).	The	future	research	on	cyberterrorism	should	encompass	various	critical	areas	to	provide	a	comprehensive	understanding	of	this	evolving	threat	landscape.	Firstly,	investigating
perceptions	and	awareness	among	diverse	stakeholders,	such	as	individuals,	organizations,	and	government	agencies,	will	shed	light	on	the	level	of	preparedness	and	recognition	of	cyberterrorism	risks.	Secondly,	analyzing	the	impact	of	cyberattacks	on	different	sectors,	including	finance,	healthcare,	and	critical	infrastructure,	will	offer	valuable
insights	into	the	potential	consequences	and	vulnerabilities	that	need	to	be	addressed.	Additionally,	evaluating	the	effectiveness	of	existing	countermeasures	and	strategies,	along	with	identifying	emerging	technological	trends,	can	help	inform	policymakers	and	security	experts	on	the	best	practices	to	mitigate	cyber	threats	effectively.	Another	crucial
aspect	of	survey-based	research	is	the	examination	of	international	cooperation	and	collaboration	in	combating	cyberterrorism.	As	cyberattacks	transcend	national	borders,	understanding	the	extent	of	information	sharing,	joint	efforts,	and	international	treaties	can	highlight	areas	where	global	cooperation	can	be	strengthened.	Furthermore,
investigating	the	legal	and	policy	frameworks	of	various	countries	in	response	to	cyberterrorism	is	essential	to	identify	gaps	and	inconsistencies,	enabling	the	formulation	of	harmonized	and	effective	cyber	laws.	Such	research	can	also	delve	into	public	perception	and	media	influence,	as	understanding	how	the	public	perceives	cyberterrorism	can
impact	response	strategies	and	public	policies.	Moreover,	exploring	the	psychological	impact	of	cyberterrorism	on	society	is	critical	to	understanding	the	fear	and	anxiety	generated	by	such	threats.	Survey-based	research	can	help	assess	the	emotional	and	psychological	responses	of	individuals	and	communities,	informing	strategies	to	alleviate	distress
and	enhance	resilience.	Lastly,	an	essential	aspect	of	this	research	involves	anticipating	future	threats	and	trends	in	cyberterrorism.	By	analyzing	historical	patterns	and	emerging	technologies,	researchers	can	contribute	to	proactive	cybersecurity	measures	and	policy	development.	In	conclusion,	survey-based	research	on	cyberterrorism	should	address
these	multifaceted	areas	to	provide	a	comprehensive	and	valuable	contribution	to	the	field	of	cybersecurity	and	global	efforts	to	combat	this	complex	and	rapidly	evolving	threat.	Cyberterrorism	involves	the	exploitation	of	computer	and	internet-based	technologies	to	commit	acts	of	violence.	A	variety	of	methods	can	be	used,	including	hacking	into
computer	systems	to	steal	sensitive	information,	spreading	malware	to	disrupt	operations,	and	inciting	violence	or	sowing	discord	on	social	media.	Financial	losses,	life	losses,	reputational	damage,	and	loss	of	stability	can	all	be	the	results	of	cyberterrorism.	Global	efforts	are	being	made	to	increase	cybersecurity	and	strengthen	resilience	of	critical
systems	against	these	attacks,	which	is	a	growing	concern	for	governments	and	businesses.	As	a	part	of	these	efforts,	non-technical	and	technical	measures,	such	as	staff	training	and	incident	response	plans,	are	being	introduced.	Examples	of	technological	measures	include	firewalls	and	antivirus	software.	However,	despite	these	efforts,
cyberterrorism	has	continued	to	be	a	significant	threat.	This	is	due	to	the	ever-changing	nature	of	the	internet,	as	well	as	the	ever-increasing	reliance	on	technology	across	all	facets	of	society	because	of	the	ever-increasing	use	of	technology.	Both	factors	contribute	to	the	continued	existence	of	cyberterrorism.	To	protect	themselves	from	this	threat,
individuals	and	organizations	must	remain	vigilant	and	update	their	security	measures	regularly	to	protect	against	it.	Our	survey	analyzing	types	of	cyberattacks,	sectors	targeted,	repercussions,	and	countermeasures	reveals	a	diverse	landscape	of	threats,	with	phishing,	malware,	and	DDoS	attacks	being	common,	impacting	sectors	such	as	finance,
healthcare,	and	government	most	severely.	Our	findings	also	highlight	the	economic	and	reputational	damage	incurred	by	organizations	and	governments,	as	well	as	the	need	for	robust	cybersecurity	strategies.	However,	our	limitations	include	challenges	in	obtaining	comprehensive	data	due	to	underreporting,	the	dynamic	nature	of	cyber	threats	that
evolve	rapidly,	and	potential	selection	bias	based	on	the	sources	surveyed.	Additionally,	measuring	the	effectiveness	of	countermeasures	remains	a	complex	endeavor,	and	their	adaptation	is	hindered	by	resource	constraints	and	evolving	attacker	tactics.	Since	cyberterrorism	is	an	ever-evolving	issue,	future	research	could	focus	on	finding	the	impact	of
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MoreThe	Motorsport	Images	Collections	captures	events	from	1895	to	today’s	most	recent	coverage.Discover	The	Collection	As	cybercrime	increases	around	the	world,	it	is	also	evolving.	Motivations	for	threats	are	changing,	crossing	in	some	extreme	cases	from	cybercrime	to	cyberterrorism.	These	attacks	pose	an	even	greater	potential	risk	to
organizations	and	can	cause	critical	damage	or	even	put	people’s	lives	at	risk,	as	they	target	hospitals,	utilities,	law	enforcement	and	other	essential	functions.		Dr.	Adrian	Mayers,	VP	and	CISO	at	Premera	Blue	Cross	and	a	member	of	the	NightDragon	Advisor	Council,	is	passionate	about	this	topic	and	helping	organizations	empower	themselves	to
defend	against	this	new	wave	of	threats.	NightDragon	recently	sat	down	with	him	to	discuss	this	evolving	threat	dynamic	from	his	point	of	view,	as	well	as	discuss	what	CISOs	can	do	about	it.	Here’s	an	excerpt	from	our	conversation:		What	is	the	difference	between	cybercrime	and	cyberterrorism?	Why	is	that	distinction	importantin	today’s	threat
landscape?		When	I	think	of	these	two	definitions,	cybercrime	is	the	idea	of	cyber	criminals	leveraging	illegal	activity	conducted	through	the	internet	or	digital	means	to	exploit	networks,	systems	or	data,	often	for	personal	or	financial	gain.	Cyberterrorism	differs	because	it	refers	to	using	cyberattacks	to	create	large-scale	disruption,	fear	or	harm	for
political,	ideological	or	religious	reasons.	You	often	see	it	used	to	destabilize	governments,	including	influencing	a	political	agenda	or	disrupting	critical	infrastructure.	While	the	motivations	behind	the	attacks	may	differ,	the	two	categories	are	convergent	in	the	tactics,	techniques	and	procedures	and	in	how	attackers	leverage	the	cyber	domain	to
effectuate	their	desired	results	or	outcomes.		We	are	increasingly	seeing	cyberterrorism	take	place	worldwide,	with	geopolitical	crises	leveraging	the	cyber	domain	for	political	or	ideological	purposes.	Those	of	us	in	critical	sectors,	like	healthcare,	are	caught	in	the	middle.	What’s	the	impact	of	cyberterrorism	on	a	company?		We’ve	seen	devastating	and
heartbreaking	examples	of	cyberterrorism	in	action.	One	example	that	really	gets	to	me	is	when	ransomware	affects	hospitals,	especially	children’s	hospitals,	and	threatens	the	care	of	patients	who	need	it.	But	we’re	also	seeing	the	impacts	on	other	areas.	Small	businesses,	for	example,	have	been	hit	and	gone	out	of	business	entirely.	Police	and	entire
cities	are	being	shut	down.	It’s	tough	to	see.			One	of	the	biggest	challenges	here	is	the	imbalance	between	actors	at	play.	In	traditional	warfare,	if	another	country	attacks	a	nation,	you	have	a	defense	apparatus	and	can	typically	drive	clear	attribution.	In	cyberterrorism,	private	sector	organizations	are	often	on	the	front	lines	of	these	cyberattacks,
disinformation,	or	influence	operations,	which	can	be	driven	by	national	agendas	or	even	threaten	national	security.	That	can	lead	to	a	mismatch	in	defense	capabilities	in	terms	of	the	scale	of	actors	at	play.		As	we	start	to	think	about	cybercrime	evolving	into	cyberterrorism,	how	are	you	thinking	about	the	impact	of	AI?		On	one	hand,	AI	is	enabling
attacks	to	be	more	sophisticated	and	advanced	through	automation	and	other	techniques.	That’s	not	necessarily	something	new,	but	it	is	undoubtedly	occurring	more	in	our	world	of	AI.	However,	it’s	also	helping	us	significantly	as	defenders.	We’re	seeing	a	lot	more	collaboration	and	intelligence	in	the	industry,	which	I	think	is	really	helping	move	the
needle.	New	AI	tools	are	also	available	to	allow	us	to	work	faster,	smarter,	and	more	efficiently	with	our	talent	across	nearly	every	facet	of	the	cybersecurity	stack.	The	result	is	a	bit	of	an	AI	arms	race,	but	I’m	hopeful	we,	as	defenders,	can	win.		How	do	you	see	legal	or	compliance	teams	thinking	about	the	definition	of	cybercrime	or	cyberterrorism?
Does	that	influence	how	they	approach	cyber	insurance	policies?		Cyber	coverage	continues	to	evolve	–	perhaps	not	as	quickly	as	the	threats	in	the	wild,	but	it	is	still	becoming	increasingly	part	of	the	conversation.	We’re	seeing	public	and	private	sectors	working	to	better	understand	these	dynamics	to	underwrite	risk	and	understand	coverage	needs.	In
some	cases,	we’re	starting	to	see	insurance	brokers	looking	to	get	a	more	in-depth	and	holistic	picture	of	the	company’s	profile,	including	technical	capabilities,	vertical	risk,	how	you	are	running	your	business,	and	more,	as	tools	to	underwrite	effectively.	While	that	may	feel	intrusive	in	some	respects,	it	also	helps	positively
impact	companies	concerning	their	security	posture	and	data	sharing	to	make	them	safer.		How	can	an	organization	defend	itself	against	cybercrime	and	rising	cyberterrorism	instances?		An	ounce	of	prevention	is	worth	a	pound	of	cure.	Many	companies	wait	until	an	attack	has	already	happened	and	they’re	in	the	midst	of	incident	response	to	get
serious	about	cybersecurity.	My	best	advice	is	to	not	wait	until	after	the	fact.		As	we	learn	more	about	who	these	people	and	bad	actors	are	perpetuating	these	crimes,	we	also	need	to	begin	to	apply	pressure	to	shape	and	change	behavior	–	just	as	we	would	with	terrorists	or	crime	gangs	in	the	physical	world.	We	can	also	consider	if	we	need	additional
measures,	such	as	repercussions	for	nations	harboring	these	cyber	terrorists.	We	can	do	that	by	engaging	public	and	private	(FBI,	intelligence	communities,	DHS,	etc.)	together	in	a	true	partnership	around	this	topic	going	forward.	That’s	evolving,	but	we’re	starting	to	see	some	progress.		Business	is	not	going	to	be	able	to	sustain	this	threat	long	term.
We	have	to	start	asking	some	different	questions	and	taking	different	tactics	to	get	different	answers.	This	is	a	whole	of	nation	effort	now.	The	stakes	are	higher	than	ever	–	our	way	of	living,	our	children,	our	families,	friends,	and	organizations	are	all	at	stake.	It	is	going	to	take	all	of	us	leaning	in	in	the	private	sector	and	collaborating	with	the	public
sector	and	with	individuals	to	combat	this.	We	have	to	continue	to	coalesce	and	galvanize	those	efforts.		The	main	difference	between	cybercrime	and	cyber	terrorism	lies	in	the	objective	of	the	attack	.	Cybercriminals	are	predominantly	out	to	make	money,	while	cyber	terrorists	may	have	a	range	of	motives	and	will	often	seek	to	have	a	destructive
impact,	particularly	on	critical	infrastructure.	What	is	cyber	terrorism	in	simple	words?	Cyberterrorism	is	any	premeditated,	politically	motivated	attack	against	information	systems,	programs	and	data	that	results	in	violence	.	The	details	of	cyberterrorism	and	the	parties	involved	are	viewed	differently	by	various	organizations.	What	is	cyber	terrorism?
Cyberterrorism	is	defined	by	U.S.	Federal	Bureau	of	Investigation	as	a	premeditated	attack	against	a	computer	system,	computer	data,	programs	and	other	information	with	the	sole	aim	of	violence	against	clandestine	agents	and	subnational	groups	.	The	main	aim	behind	cyberterrorism	is	to	cause	harm	and	destruction.	What	are	the	4	types	of	cyber
attacks?	DoS	and	DDoS	Attacks.	…	MITM	Attacks.	…	Phishing	Attacks.	…	Whale-phishing	Attacks.	…	Spear-phishing	Attacks.	…	Ransomware.	…	Password	Attack.	What	are	three	major	categories	of	cyber	terrorism?	According	to	the	Center	for	the	Study	of	Terrorism	and	Irregular	Warfare	at	the	Naval	Postgraduate	School	in	Monterey,	California,	cyber
terrorism	capabilities	can	be	group	into	three	main	categories;	“simple-	unstructured”,	“advance-structured”	and	“complex-coordinated”	[4].	What	is	the	punishment	of	cyber	terrorism?	1[66-F.	Punishment	for	cyber	terrorism.—(1)	Whoever,—	(2)	Whoever	commits	or	conspires	to	commit	cyber	terrorism	shall	be	punishable	with	imprisonment	which
may	extend	to	imprisonment	for	life	.]	What	is	the	impact	of	cyber	terrorism?	Our	findings	draw	on	three	large	n	studies	conducted	from	2013	to	2016	and	suggest	that	cyberterrorism	aggravates	stress	and	anxiety,	intensifies	feelings	of	vulnerability	and	hardens	political	attitudes	.	In	these	ways,	we	demonstrate	that	cyberterrorism	causes	responses
similar	to	conventional	terrorism.	What	cyber	means?	The	word	“cyber”	denotes	a	relationship	with	information	technology	(IT)	,	i.e.,	computers.	(It	can	relate	to	all	aspects	of	computing,	including	storing	data,	protecting	data,	accessing	data,	processing	data,	transmitting	data,	and	linking	data.)	Where	do	cyber	attacks	come	from?	Recent	data	breach
statistics	found	that	63%	of	successful	attacks	come	from	internal	sources	,	either	control,	errors,	or	fraud.	33%	of	data	breaches	involved	social	engineering.	43%	of	data	breaches	involved	small	businesses.	The	average	size	of	a	data	breach	is	25,575	records.	What	are	the	top	10	most	common	cyber	crimes?	Online	Impersonation.	This	crime	is	by	far
one	of	the	most	commonly	committed	cybercrimes	in	existence.	…	Social	Network	Fraud.	…	Cyberbullying.	…	Trafficking	Passwords.	…	Cyber	Extortion.	…	Creating	or	Possessing	Child	Pornography.	…	Identity	Theft.	…	Unauthorized	System	Access.	What	are	the	common	cyber	attacks?	Malware.	Malware	is	a	type	of	application	that	can	perform	a
variety	of	malicious	tasks.	…	Phishing.	…	Man-in-the-middle	attack	(MITM)	…	Distributed	Denial-of-Service	(DDoS)	attack.	…	SQL	injection.	…	Zero-day	exploit.	…	DNS	Tunnelling.	…	Business	Email	Compromise	(BEC)	What	are	the	Top	5	cyber	crimes?	Phishing	Scams.	The	majority	of	successful	cyberattacks	–	91%	according	to	a	study	by	PhishMe	–
begin	when	curiosity,	fear,	or	a	sense	of	urgency	entices	someone	to	enter	personal	data	or	click	on	a	link.	…	Website	Spoofing.	…	Ransomware.	…	Malware.	…	IOT	Hacking.	What	are	3	examples	of	cybercrime?	Email	and	internet	fraud.	Identity	fraud	(where	personal	information	is	stolen	and	used).	Theft	of	financial	or	card	payment	data.	Theft	and
sale	of	corporate	data.	Cyberextortion	(demanding	money	to	prevent	a	threatened	attack).	What	are	the	methods	of	cyber	terrorism?	Hacktivists	have	four	main	weapons	at	their	disposal:	virtual	blockades;	e-mail	attacks;	hacking	and	computer	break-ins;	and	computer	viruses	and	worms	.	It	is	important	to	distinguish	between	cyberterrorism	and
“hacktivism,”	a	term	coined	by	scholars	to	describe	the	marriage	of	hacking	with	activism.	Is	not	done	by	cyber	criminals?	6.	Which	of	the	following	is	not	done	by	cyber	criminals?	Explanation:	Cyber-criminals	are	involved	in	activities	like	accessing	online	accounts	in	unauthorized	manner	;	use	Trojans	to	attack	large	systems,	sending	spoofed	emails.
Where	is	India’s	first	cyber	police?	Rudrapur	:	The	first	cyber	police	station	of	Uttarakhand’s	Kumaon	region	became	operational	in	the	city	on	Friday.	It	was	inaugurated	by	the	district’s	senior	superintendent	of	police	(SSP)	Daleep	Singh	Kunwar.




