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The only way you can restore your password on Facebook (if you forgot by one) is inserting a 6-digit passcode. Some algorithms that use Facebook (which still have to be cracked) apparently generates a 6-digit random code whenever a person requires a password reset. That code does not change if it is required by mbasic.facebook.com until this
code gets A ¢ &4,— A "urbato" which could mean that if 1 million people require a password within a short period of time such that No one uses their code, so 1,000,000 people will receive a passcode that someone from the lot has already been assigned. Getting to Nitty-Gritty. The only way you can restore your password on Facebook (if you have
forgotten from one ) Is inserting a 6-digit passcode. Well, this is 10 A = 1,000,000 possible combinations. Some algorithms that use Facebook (which still have to be cracked) apparently generates a random 6-digit code whenever a person Requires a password reset. This code does not change if it is required by Mbasic.facebook.com until this code is
obtained - he used ". This could mean that if 1 million people require a password within a short period of time so as to use their code to restore the password, then 1,000.00011 person to request a code will get a passcode that someone from the batch is already been assigned. There are 2 options here: 1) Facebook stores duplicate codes for more
users if more than 1 million people require a password reset code, or 2) each user gets a unique code and Facebook uses a divine way to manage the case In which 1 million + users require a code. Since I don't know much about the divine, I put my money on the option 1. Duplicate. This is a simple application of the principle of Pigeonhole. So
everything I have to do is choose a random access code by following this rule: the whole numbers less than 100,000 have a low probability of occurrence with respect to the entire intervals of 300,000 and 699,999 or 800,000 and 999.999, which have a greater probability of occur. Once again, this is not the general thumb rule, but from my test will
help us later. So now that we have chosen a random passcode, we will brut by force against our batch of 2 million batch to check whose ID is associated with our random passcode! The bug is not difficult to understand, but the execution is difficult to understand its great scale. Quickly send 2 million password reset e-mail without being blocked? To
send e-mails, you must first log in to 2 million Facebook users. Time to Web! Step 1: Facebook ID is generally 15 digits long, so I started with 100,000,000,000,000,000 and started asking questions to the Facebook chart API to check which IDs were valid. I was also able to get a profile picture and full name on your account easily since there seems to
be no limitation of public data rates (I did it for fun). Wait!Graph API only allows authorized applications to recover username, doesn't it? Yes, it is. Yes, it is. All you have to do after you have made sure that the ID is valid is visit the following link: www.facebook.com/[ID WHO] and the url automatically redirects and changes the ID to the username. So
I compiled all these data in a beautiful JSON, which I imagine doesn't hurt to publish because it's all public anyway. Note: Some of the profile image urls in JSON are invalid. Links to 2 million usernames: 2: In order to avoid getting your IP blocked several times by sending requests to send password reset emails, you must rotate IPs. This means that
every e-mail request will be sent by a group of thousands of IP addresses to simulate a normal global network flow. There are several online services that offer this function. In my case, all network traffic has passed through a proxy server that listened to HTTP requests and arbitrarily assigned an IP address at each request. Point 3: You need to
simulate user behavior when requiring an access code. Then we will use Phantom]S (responseless browser) and write a multithread script in Java that requires a login code to each user from our JSON file. I also scraped all user agent strings for a Chrome browser from to assign to my Phantom]S instance. Point 4: I have a free Google Compute Engine
test and hosted my scripts on a virtual machine. I set 8 VMs (12 cores/20 GB RAM each) to 4 different regions and 180 Phantom]S instant instance for VMs for full CPU usage. Then I let all my scripts do their Thang! I could have created a distributed system for my VMs, but time is money. I was making 923 HTTP requests to the second easier part:
Brute Force Guessed Passcode Against 2 million IDs. Then I guessed a 6-digit access code 338625 using the above mentioned and brute rule forced all users to the following URL by adding the ID to the 'u' key and my access code to the 'n' key: www.beta.facebook.com/recover/password? [Chuckles] And guess what? I found a corresponding ID. The
“Invalid Link” shows all the IDs for which the access code did not workThe next step? I went back to www.beta.facebook.com/recover/password?u=[ ID QUI]&n=338625 and was brought to this page below Now you get full access to that random user's account. Bounty paid: $500 At it stands, this critical bug that allows you to get full access to
someone's account is the low priority of Facebook (I don't know why). I can or may notSend the entire source code to my github @endeavors a € "still decide. My experience with other companies in the next chapter :) Follow me on Twitter @Gurkirspeca only for educational purposes. Create your free account to unlock your personalized reading
experience. According to many reports, a number of Disney + Hacked accounts have been ticked above lately. And those who break into your account are not taking advantage of some crazy vulnerabilities in the streaming service. They are either phishing your account data or, worse, register as you use the credentials that have already been exposed
in another password violation elsewhere. In other words, if you are using the same password for Disney+ that you use for other services, and one of those is hacked, you have just put your entire Disney account in danger— Disney Parks, streaming services and everything. It's a bit strange that Disney allowed its fans to connect all their services
together as this, although it makes sense from a technical point of view. It is not as you have a separate password for Google Play, Google Drive, and your Gmail, after all. What doesn't make any sense is because Disney has no means to allow a person to add extra security to their accounts through two-factor authentication. At least, if I'm planning a
trip, shopping and watching movies online, I would like to be able to prevent unauthorized access to my single and only account forcing attackers would be to enter a special code that requires physical access to my phone to get. It is not only the magic of the Mickey Mouse level; It's just a good account security. Meanwhile, if you've already signed up
for Disney+, I suggest you change your password to something you don't use elsewhere and use one of the many amazing password managers available today to keep track of it (and all the other unique passwords you use). This way, it should be rather difficult for another person to learn about your password unless they suck you into typing a website
or service that is not really Disney+. You should also be able to subscribe to Disney+ using a variant of your real e-mail address, such as your real address+disney@gmail.com), which will prevent you from being linked to other Disney services, but this size seems a bit extreme. You never know what Disney might unveil in a future point that could give
you some kind of benefit to bind all your Disney services under one account. (I'm just speculating.) Give yourself a unique password, I hope Disney joins two-factor authentication, and this should be all you have to do to stay safe with Disney+ (for now). Thousands of Spotify users have just learned the hard way because you should not reuse
passwords. The cybersecurity company VPNMentor has discovered an unprotected database containing email addresses, passwords, account names and other personal information for thousands of Spotify accounts. Hackers compiled this data with the help of other losses, or through the padding of credentials, rather than directly attack Spotify
himself; this mining operation however allowedTo successfully break over 300,000 accounts. In response to the loss, Spotify has released forced passwords reset to the 300,000 accounts concerned again in July, but not everyone followed. If you were you Signed in Spotify in a while, it's probably worth updating your password right now. Turn on the
two-factor authentication and the installation of an encrypted password manager.don assumes herself ke 'sure if spotify didn't make your password yet, however: according to vpnmentor, the database is still actively used by hackers, so they are Possible further attacks. There are probably many other spotify users who use the same e-mail, user name
and password on multiple apps or websites on multiple apps or websites and even more than using information easily accessible as their passwords - things like the their street address, name, date of birth, etc. These details can also be compromised from data loss or with a small social engineering. If a hacker has entered, they could detect your
Spotify account for yourself and siphon from your personal information for use elsewhere. This is even more problematic for spotify users who access using their Facebook, Google or Apple accounts, since they memorize many personal information and connect with dozens of other apps. One of the best things to have a solid password is that you don't
have to change it. If you are ... A "¢ 4" ¢ Read Moretake this as a situation of the channel-in-the-coal-mines and updates your spotify password to something stronger. It is also important to perform password controls periodically and to check your accounts using AdjebeenPwned. Many password managers also include health checks with integrated
passwords. Turn on two-factor authentication (2FA). I know, add an extra access step is annoying, but it's worth it. Even the exclusive and hard guess passwords securely stored in password managers can be compromised from data losses, and 2FA can prevent and / or alert account income attempts. [Techradar] break-in. [Techradar]
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